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QUESTION 1

The Payment Card Industry Data Security Standard (PCI DSS) contains six different categories of control objectives.
Each objective contains one or more requirements, which must be followed in order to achieve compliance. Which of the
following requirements would best fit under the objective, "Implement strong access control measures"?

A. Regularly test security systems and processes.

B. Encrypt transmission of cardholder data across open, public networks.

C. Assign a unique ID to each person with computer access.

D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Correct Answer: C

QUESTION 2

When conducting a penetration test, it is crucial to use all means to get all available information about the target
network. One of the ways to do that is by sniffing the network. Which of the following cannot be performed by the
passive network sniffing?

A. Identifying operating systems, services, protocols and devices

B. Modifying and replaying captured network traffic

C. Collecting unencrypted information about usernames and passwords

D. Capturing a network traffic for further analysis

Correct Answer: B

QUESTION 3

David is a security professional working in an organization, and he is implementing a vulnerability management program
in the organization to evaluate and control the risks and vulnerabilities in its IT infrastructure. He is currently executing
the process of applying fixes on vulnerable systems to reduce the impact and severity of vulnerabilities. Which phase of
the vulnerability-management life cycle is David currently in?

A. verification

B. Risk assessment

C. Vulnerability scan

D. Remediation

Correct Answer: D
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QUESTION 4

When discussing passwords, what is considered a brute force attack?

A. You attempt every single possibility until you exhaust all possible combinations or discover the password
B. You threaten to use the rubber hose on someone unless they reveal their password

C. You load a dictionary of words into your cracking program

D. You create hashes of a large number of words and compare it with the encrypted passwords

E. You wait until the password expires

Correct Answer: A

QUESTION 5

Log monitoring tools performing behavioral analysis have alerted several suspicious logins on a Linux server occurring
during non-business hours. After further examination of all login activities, it is noticed that none of the logins have
occurred during typical work hours. A Linux administrator who is investigating this problem realizes the system time on
the Linux server is wrong by more than twelve hours. What protocol used on Linux servers to synchronize the time has
stopped working?

A. Time Keeper

B. NTP

C. PPP

D. OSPP

Correct Answer: B
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