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QUESTION 1

What type of attack is shown in the following diagram?

Attacker intercepts bransmission and poses as
LanéCo Corporation. Attacker exchanges his own
Keys with AcmeSin Corporation. Altacker then
establishes 3 session with JaneCo Corporation
posing as AcmeSin Corporition

ﬂcr"ilf“n | nrp.uh'““jn Jl“".'[l:l' (ﬂrﬂﬂmhﬂn

JaneCo sends all messages to the

attacker who receives, decrypts,
copies, and forwards copies to

Acmesin attempts to establish
an encrypted session with

company JaneCo AcmeSin Corporation

A. Man-in-the-Middle (MiTM) Attack
B. Session Hijacking Attack

C. SSL Spoofing Attack

D. Identity Stealing Attack

Correct Answer: A

QUESTION 2

Which of the following settings enables Nessus to detect when it is sending too many packets and the network pipe is
approaching capacity?

A. Netstat WMI Scan

B. Silent Dependencies

C. Consider unscanned ports as closed

D. Reduce parallel connections on congestion

Correct Answer: D

QUESTION 3
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Frederickson Security Consultants is currently conducting a security audit on the networks of Hawthorn Enterprises, a
contractor for the Department of Defense. Since Hawthorn Enterprises conducts business daily with the federal
government, they must abide by very stringent security policies. Frederickson is testing all of Hawthorn\\'s physical and
logical security measures including biometrics, passwords, and permissions. The federal government requires that all
users must utilize random, non-dictionary passwords that must take at least 30 days to crack. Frederickson has
confirmed that all Hawthorn employees use a random password generator for their network passwords. The
Frederickson consultants have saved off numerous SAM files from Hawthorn\\'s servers using Pwdump6 and are going
to try and crack the network passwords. What method of attack is best suited to crack these passwords in the shortest
amount of time?

A. Brute force attack
B. Birthday attack

C. Dictionary attack

D. Brute service attack

Correct Answer: A

QUESTION 4

What type of attack is shown here?

Handler infects a large
number of computers
over Internet
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Zombie systems are instructed to

| attack a target server
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A. Bandwidth exhaust Attack
B. Denial of Service Attack
C. Cluster Service Attack

D. Distributed Denial of Service Attack
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Correct Answer: D

QUESTION 5

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how much information can be
obtained from the firm\\'s public facing web

servers. The engineer decides to start by using netcat to port 80.
The engineer receives this output:

HTTP/1.1 200 OK

Server: Microsoft-11S/6

Expires: Tue, 17 Jan 2011 01:41:33 GMT

DatE. Mon, 16 Jan 2011 01:41:33 GMT

Content-TypE. text/html

Accept-Ranges: bytes

Last-ModifieD. Wed, 28 Dec 2010 15:32:21 GMT

ETaG. "b0aac0542e25c¢31:89d"

Content-Length: 7369

Which of the following is an example of what the engineer performed?
A. Cross-site scripting

B. Banner grabbing

C. SQL injection

D. Whois database query

Correct Answer: B
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