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QUESTION 1

Which type of scan measures a person\\'s external features through a digital video camera? 

A. Iris scan 

B. Retinal scan 

C. Facial recognition scan 

D. Signature kinetics scan 

Correct Answer: C 

 

QUESTION 2

Web servers are often the most targeted and attacked hosts on organizations\\' networks. Attackers may exploit
software bugs in the Web server, underlying operating system, or active content to gain unauthorized access. 

Identify the correct statement related to the above Web Server installation? 

A. Lack of proper security policy, procedures and maintenance 

B. Bugs in server software, OS and web applications 

C. Installing the server with default settings 
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D. Unpatched security flaws in the server software, OS and applications 

Correct Answer: C 

 

QUESTION 3

Bluetooth uses which digital modulation technique to exchange information between paired devices? 

A. PSK (phase-shift keying) 

B. FSK (frequency-shift keying) 

C. ASK (amplitude-shift keying) 

D. QAM (quadrature amplitude modulation) 

Correct Answer: A 

 

QUESTION 4

Bob has a good understanding of cryptography, having worked with it for many years. Cryptography is used to secure
data from specific threats, but it does not secure the application from coding errors. It can provide data privacy; integrity
and enable strong authentication but it cannot mitigate programming errors. What is a good example of a programming
error that Bob can use to explain to the management how encryption will not address all their security concerns? 

A. Bob can explain that using a weak key management technique is a form of programming error 

B. Bob can explain that using passwords to derive cryptographic keys is a form of a programming error 

C. Bob can explain that a buffer overflow is an example of programming error and it is a common mistake associated
with poor programming technique 

D. Bob can explain that a random number generator can be used to derive cryptographic keys but it uses a weak seed
value and this is a form of a programming error 

Correct Answer: A 

 

QUESTION 5

If a competitor wants to cause damage to your organization, steal critical secrets, or put you out of business, they just
have to find a job opening, prepare someone to pass the interview, have that person hired, and they will be in the
organization. 
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How would you prevent such type of attacks? 

A. It is impossible to block these attacks 

B. Hire the people through third-party job agencies who will vet them for you 

C. Conduct thorough background checks before you engage them 

D. Investigate their social networking profiles 

Correct Answer: C 
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