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QUESTION 1

To reduce the attack surface of a system, administrators should perform which of the following processes to remove
unnecessary software, services, and insecure configuration settings? 

A. Harvesting 

B. Windowing 

C. Hardening 

D. Stealthing 

Correct Answer: C 

 

QUESTION 2

Peter extracts the SID list from Windows 2008 Server machine using the hacking tool "SIDExtracter". Here is the output
of the SIDs: 

From the above list identify the user account with System Administrator privileges? 

A. John 

B. Rebecca 

C. Sheela 

D. Shawn 

E. Somia 

F. Chang 

G. Micah 

Correct Answer: F 

 

QUESTION 3

Web servers are often the most targeted and attacked hosts on organizations\\' networks. Attackers may exploit
software bugs in the Web server, underlying operating system, or active content to gain unauthorized access. 
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Identify the correct statement related to the above Web Server installation? 

A. Lack of proper security policy, procedures and maintenance 

B. Bugs in server software, OS and web applications 

C. Installing the server with default settings 

D. Unpatched security flaws in the server software, OS and applications 

Correct Answer: C 

 

QUESTION 4

A company has made the decision to host their own email and basic web services. The administrator needs to set up
the external firewall to limit what protocols should be allowed to get to the public part of the company\\'s network. Which
ports should the administrator open? (Choose three.) 

A. Port 22 

B. Port 23 

C. Port 25 

D. Port 53 

E. Port 80 

F. Port 139 
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G. Port 445 

Correct Answer: CDE 

 

QUESTION 5

Which of the following conditions must be given to allow a tester to exploit a Cross-Site Request Forgery (CSRF)
vulnerable web application? 

A. The victim user must open the malicious link with an Internet Explorer prior to version 8. 

B. The session cookies generated by the application do not have the HttpOnly flag set. 

C. The victim user must open the malicious link with a Firefox prior to version 3. 

D. The web application should not use random tokens. 

Correct Answer: D 
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