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QUESTION 1

In the context of password security: a simple dictionary attack involves loading a dictionary file (a text file full of
dictionary words) into a cracking application such as L0phtCrack or John the Ripper, and running it against user
accounts located by the application. The larger the word and word fragment selection, the more effective the dictionary
attack is. The brute force method is the most inclusive - though slow. Usually, it tries every possible letter and number
combination in its automated exploration. If you would use both brute force and dictionary combined together to have
variations of words, what would you call such an attack? 

A. Full Blown Attack 

B. Thorough Attack 

C. Hybrid Attack 

D. BruteDict Attack 

Correct Answer: C 

 

QUESTION 2

What is the command used to create a binary log file using tcpdump? 

A. tcpdump -w ./log 

B. tcpdump -r log 

C. tcpdump -vde logtcpdump -vde ? log 

D. tcpdump -l /var/log/ 

Correct Answer: A 

 

QUESTION 3

Which of the following is an advantage of utilizing security testing methodologies to conduct a security audit? 

A. They provide a repeatable framework. 

B. Anyone can run the command line scripts. 

C. They are available at low cost. 

D. They are subject to government regulation. 

Correct Answer: A 

 

QUESTION 4
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The precaution of prohibiting employees from bringing personal computing devices into a facility is what type of security
control? 

A. Physical 

B. Procedural 

C. Technical 

D. Compliance 

Correct Answer: B 

 

QUESTION 5

How does an operating system protect the passwords used for account logins? 

A. The operating system performs a one-way hash of the passwords. 

B. The operating system stores the passwords in a secret file that users cannot find. 

C. The operating system encrypts the passwords, and decrypts them when needed. 

D. The operating system stores all passwords in a protected segment of non-volatile memory. 

Correct Answer: A 
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