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QUESTION 1

You are trying to package a RAT Trojan so that Anti-Virus software will not detect it. Which of the listed technique will
NOT be effective in evading Anti-Virus scanner? 

A. Convert the Trojan.exe file extension to Trojan.txt disguising as text file 

B. Break the Trojan into multiple smaller files and zip the individual pieces 

C. Change the content of the Trojan using hex editor and modify the checksum 

D. Encrypt the Trojan using multiple hashing algorithms like MD5 and SHA-1 

Correct Answer: A 

 

QUESTION 2

While conducting a penetration test, the tester determines that there is a firewall between the tester\\'s machine and the
target machine. The firewall is only monitoring TCP handshaking of packets at the session layer of the OSI model.
Which type of firewall is the tester trying to traverse? 

A. Packet filtering firewall 

B. Application-level firewall 

C. Circuit-level gateway firewall 

D. Stateful multilayer inspection firewall 

Correct Answer: C 

 

QUESTION 3

NTP allows you to set the clocks on your systems very accurately, to within 100ms and sometimes- even 10ms.
Knowing the exact time is extremely important for enterprise security. Various security protocols depend on an accurate
source of time information in order to prevent "playback" attacks. These protocols tag their communications with the
current time, to prevent attackers from replaying the same communications, e.g., a login/password interaction or even
an entire communication, at a later date. One can circumvent this tagging, if the clock can be set back to the time the
communication was recorded. An attacker attempts to try corrupting the clocks on devices on your network. You run
Wireshark to detect the NTP traffic to see if there are any irregularities on the network. What port number you should
enable in Wireshark display filter to view NTP packets? 

A. TCP Port 124 

B. UDP Port 125 

C. UDP Port 123 

D. TCP Port 126 

Correct Answer: C 
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QUESTION 4

WPA2 uses AES for wireless data encryption at which of the following encryption levels? 

A. 64 bit and CCMP 

B. 128 bit and CRC 

C. 128 bit and CCMP 

D. 128 bit and TKIP 

Correct Answer: C 

 

QUESTION 5

The FIN flag is set and sent from host A to host B when host A has no more data to transmit (Closing a TCP
connection). This flag releases the connection resources. However, host A can continue to receive data as long as the
SYN sequence numbers of transmitted packets from host B are lower than the packet segment containing the set FIN
flag. 

A. false 

B. true 

Correct Answer: B 
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