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QUESTION 1

You are trying to hijack a telnet session from a victim machine with IP address 10.0.0.5 to Cisco router at 10.0.0.1. You

sniff the traffic and attempt to predict the sequence and acknowledgement numbers to successfully hijack the telnet
session.

Here is the captured data in tcpdump.
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What are the next sequence and acknowledgement numbers that the router will send to the victim machine?
A. Sequence number: 82980070 Acknowledgement number: 17768885A.
B. Sequence number: 17768729 Acknowledgement number: 82980070B.
C. Sequence number: 87000070 Acknowledgement number: 85320085C.
D. Sequence number: 82980010 Acknowledgement number: 17768885D.

Correct Answer: A

QUESTION 2

Jason works in the sales and marketing department for a very large advertising agency located in Atlanta. Jason is
working on a very important marketing campaign for his company\\'s largest client. Before the project could be
completed and implemented, a competing advertising company comes out with the exact same marketing materials and
advertising, thus rendering all the work done for Jason\\'s client unusable. Jason is questioned about this and says he
has no idea how all the material ended up in the hands of a competitor.

Without any proof, Jason\\'s company cannot do anything except move on. After working on another high profile client
for about a month, all the marketing and sales material again ends up in the hands of another competitor and is
released to the public before Jason\\'s company can finish the project. Once again, Jason says that he had nothing to
do with it and does not know how this could have happened. Jason is given leave with pay until they can figure out what
is going on.

Jason\\'s supervisor decides to go through his email and finds a number of emails that were sent to the competitors that
ended up with the marketing material. The only items in the emails were attached jpg files, but nothing else. Jason\\'s
supervisor opens the picture files, but cannot find anything out of the ordinary with them.

What technique has Jason most likely used?

A. Stealth Rootkit Technique

B. ADS Streams Technique

C. Snow Hiding Technique

D. Image Steganography Technique

Correct Answer: D

QUESTION 3

A pentester gains acess to a Windows application server and needs to determine the settings of the built-in Windows
firewall. Which command would be used?

A. Netsh firewall show config
B. WMIC firewall show config

C. Net firewall show config
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D. Ipconfig firewall show config

Correct Answer: A

QUESTION 4

A rootkit is a collection of tools (programs) that enable administrator-level access to a computer. This program hides
itself deep into an operating system for malicious activity and is extremely difficult to detect. The malicious software
operates in a stealth fashion by hiding its files, processes and registry keys and may be used to create a hidden
directory or folder designed to keep out of view from a user\\'s operating system and security software.
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What privilege level does a rootkit require to infect successfully on a Victim\\'s machine?
A. User level privileges

B. Ring 3 Privileges

C. System level privileges

D. Kernel level privileges

Correct Answer: D
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QUESTION 5

Least privilege is a security concept that requires that a user is

A. limited to those functions required to do the job.

B. given root or administrative privileges.

C. trusted to keep all data and access to that data under their sole control.
D. given privileges equal to everyone else in the department.

Correct Answer: A
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