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QUESTION 1

A computer technician is using a new version of a word processing software package when it is discovered that a
special sequence of characters causes the entire computer to crash. The technician researches the bug and discovers
that no one else experienced the problem. What is the appropriate next step? 

A. Ignore the problem completely and let someone else deal with it. 

B. Create a document that will crash the computer when opened and send it to friends. 

C. Find an underground bulletin board and attempt to sell the bug to the highest bidder. 

D. Notify the vendor of the bug and do not disclose it until the vendor gets a chance to issue a fix. 

Correct Answer: D 

 

QUESTION 2

Which of the following parameters enables NMAP\\'s operating system detection feature? 

A. NMAP -sV 

B. NMAP -oS 

C. NMAP -sR 

D. NMAP -O 

Correct Answer: D 

 

QUESTION 3

Trojan horse attacks pose one of the most serious threats to computer security. The image below shows different ways
a Trojan can get into a system. Which are the easiest and most convincing ways to infect a computer? 
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A. IRC (Internet Relay Chat) 

B. Legitimate "shrink-wrapped" software packaged by a disgruntled employee 

C. NetBIOS (File Sharing) 

D. Downloading files, games and screensavers from Internet sites 

Correct Answer: B 

 

QUESTION 4

To send a PGP encrypted message, which piece of information from the recipient must the sender have before
encrypting the message? 

A. Recipient\\'s private key 

B. Recipient\\'s public key 

C. Master encryption key 

D. Sender\\'s public key 

Correct Answer: B 

 

QUESTION 5

Bob waits near a secured door, holding a box. He waits until an employee walks up to the secured door and uses the
special card in order to access the restricted area of the target company. Just as the employee opens the door, Bob
walks up to the employee (still holding the box) and asks the employee to hold the door open so that he can enter. What
is the best way to undermine the social engineering activity of tailgating? 
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A. Issue special cards to access secure doors at the company and provide a one-time only brief description of use of the
special card 

B. Educate and enforce physical security policies of the company to all the employees on a regular basis 

C. Setup a mock video camera next to the special card reader adjacent to the secure door 

D. Post a sign that states, "no tailgating" next to the special card reader adjacent to the secure door 

Correct Answer: B 
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