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QUESTION 1

The network administrator for a company is setting up a website with e-commerce capabilities. Packet sniffing is a
concern because credit card information will be sent electronically over the Internet. Customers visiting the site will need
to encrypt the data with HTTPS. Which type of certificate is used to encrypt and decrypt the data? 

A. Asymmetric 

B. Confidential 

C. Symmetric 

D. Non-confidential 

Correct Answer: A 

 

QUESTION 2

What information should an IT system analysis provide to the risk assessor? 

A. Management buy-in 

B. Threat statement 

C. Security architecture 

D. Impact analysis 

Correct Answer: C 

 

QUESTION 3

In Buffer Overflow exploit, which of the following registers gets overwritten with return address of the exploit code? 

A. EEP 

B. ESP 

C. EAP 

D. EIP 

Correct Answer: D 

 

QUESTION 4

_____________ is a type of symmetric-key encryption algorithm that transforms a fixed-length block of plaintext
(unencrypted text) data into a block of ciphertext (encrypted text) data of the same length. 
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A. Stream Cipher 

B. Block Cipher 

C. Bit Cipher 

D. Hash Cipher 

Correct Answer: B 

 

QUESTION 5

Attackers footprint target Websites using Google Hacking techniques. Google hacking is a term that refers to the art of
creating complex search engine queries. It detects websites that are vulnerable to numerous exploits and vulnerabilities.
Google operators are used to locate specific strings of text within the search results. 

The configuration file contains both a username and a password for an SQL database. Most sites with forums run a
PHP message base. This file gives you the keys to that forum, including FULL ADMIN access to the database.
WordPress uses config.php that stores the database Username and Password. Which of the below Google search
string brings up sites with "config.php" files? 

A. Search:index config/php 

B. Wordpress:index config.php 

C. intitle:index.of config.php 

D. Config.php:index list 

Correct Answer: C 
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