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QUESTION 1

Clive is conducting a pen-test and has just port scanned a system on the network. He has identified the operating
system as Linux and been able to elicit responses from ports 23, 25 and 53. He infers port 23 as running Telnet service,
port 25 as running SMTP service and port 53 as running DNS service. The client confirms these findings and attests to
the current availability of the services. When he tries to telnet to port 23 or 25, he gets a blank screen in response. On
typing other commands, he sees only blank spaces or underscores symbols on the screen. 

What are you most likely to infer from this? 

A. The services are protected by TCP wrappers 

B. There is a honeypot running on the scanned machine 

C. An attacker has replaced the services with trojaned ones 

D. This indicates that the telnet and SMTP server have crashed 

Correct Answer: A 

 

QUESTION 2

Here is the ASCII Sheet. 
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You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique. What is the correct
syntax? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 3
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In Trojan terminology, what is required to create the executable file chess.exe as shown below? 

A. Mixer 

B. Converter 

C. Wrapper 

D. Zipper 

Correct Answer: C 

 

QUESTION 4

While performing online banking using a web browser, a user receives an email that contains alink to an interesting Web
site. When the user clicks on the link, another web browser session starts and displays a video of cats playing a piano.
The next business day, the user receives what looks like an email from his bank, indicating that his bank account has
been accessed from a foreign country. The email asks the user to call his bank and verify the authorization of a funds
transfer that took place. 

What web browser-based security vulnerability was exploited to compromise the user? 
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A. Cross-Site Request Forgery 

B. Cross-Site Scripting 

C. Web form input validation 

D. Clickjacking 

Correct Answer: A 

 

QUESTION 5

Under what conditions does a secondary name server request a zone transfer from a primary name server? 

A. When a primary SOA is higher that a secondary SOA 

B. When a secondary SOA is higher that a primary SOA 

C. When a primary name server has had its service restarted 

D. When a secondary name server has had its service restarted 

E. When the TTL falls to zero 

Correct Answer: A  
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