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QUESTION 1

MX record priority increases as the number increases. (True/False. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 2

Joseph has just been hired on to a contractor company of the Department of Defense as their Senior Security Analyst.
Joseph has been instructed on the company\\'s strict security policies that have been implemented, and the policies that
have yet to be put in place. Per the Department of Defense, all DoD users and the users of their contractors must use
two-factor authentication to access their networks. Joseph has been delegated the task of researching and
implementing the best two-factor authentication method for his company. 

Joseph\\'s supervisor has told him that they would like to use some type of hardware device in tandem with a security or
identifying pin number. Joseph\\'s company has already researched using smart cards and all the resources needed to
implement them, but found the smart cards to not be cost effective. 

What type of device should Joseph use for two-factor authentication? 

A. Biometric device 

B. OTP 

C. Proximity cards 

D. Security token 

Correct Answer: D 

 

QUESTION 3

Which of the following items is unique to the N-tier architecture method of designing software applications? 

A. Application layers can be separated,allowing each layer to be upgraded independently from other layers. 

B. It is compatible with various databases including Access,Oracle,and SQL. 

C. Data security is tied into each layer and must be updated for all layers when any upgrade is performed. 

D. Application layers can be written in C,ASP.NET,or Delphi without any performance loss. 

Correct Answer: A 

 

QUESTION 4
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Which of the following levels of algorithms does Public Key Infrastructure (PKI) use? 

A. RSA 1024 bit strength 

B. AES 1024 bit strength 

C. RSA 512 bit strength 

D. AES 512 bit strength 

Correct Answer: A 

 

QUESTION 5

When creating a security program, which approach would be used if senior management is supporting and enforcing the
security policy? 

A. A bottom-up approach 

B. A top-down approach 

C. A senior creation approach 

D. An IT assurance approach 

Correct Answer: B 
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