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QUESTION 1

What are the three types of compliance that the Open Source Security Testing Methodology Manual (OSSTMM)
recognizes?

A. Legal,performance,audit

B. Audit,standards based,regulatory

C. Contractual,regulatory,industry

D. Legislative,contractual,standards based

Correct Answer: D

QUESTION 2
Study the snort rule given below and interpret the rule.
alert tcp any any --> 192.168.1.0/24 111 (content:"|00 01 86 a5|"; msG. "mountd access";)

A. An alert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP
on port 111

B. An alert is generated when any packet other than a TCP packet is seen on the network and destined for the
192.168.1.0 subnet

C. An alert is generated when a TCP packet is originated from port 111 of any IP address to the
192.168.1.0 subnet

D. An alert is generated when a TCP packet originating from any IP address is seen on the network and destined for
any IP address on the 192.168.1.0 subnet on port 111

Correct Answer: D

QUESTION 3

One of your team members has asked you to analyze the following SOA record. What is the version?
Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600

3600 604800 2400.

A. 200303028

B. 3600

C. 604800

D. 2400
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E. 60

F. 4800

Correct Answer: A

QUESTION 4

The intrusion detection system at a software development company suddenly generates multiple alerts regarding
attacks against the company\\'s external webserver, VPN concentrator, and DNS servers.

What should the security team do to determine which alerts to check first?
A. Investigate based on the maintenance schedule of the affected systems.
B. Investigate based on the service level agreements of the systems.

C. Investigate based on the potential effect of the incident.

D. Investigate based on the order that the alerts arrived in.

Correct Answer: C

QUESTION 5

Which of the following tools will scan a network to perform vulnerability checks and compliance auditing?
A. NMAP

B. Metasploit

C. Nessus

D. BeEF

Correct Answer: C
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