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QUESTION 1

Doug is conducting a port scan of a target network. He knows that his client target network has a web server and that
there is a mail server also which is up and running. Doug has been sweeping the network but has not been able to elicit
any response from the remote target. 

Which of the following could be the most likely cause behind this lack of response? Select 4. 

A. UDP is filtered by a gateway 

B. The packet TTL value is too low and cannot reach the target 

C. The host might be down 

D. The destination network might be down 

E. The TCP windows size does not match 

F. ICMP is filtered by a gateway 

Correct Answer: ABCF 

 

QUESTION 2

What type of port scan is shown below? 

A. Idle Scan 

B. Windows Scan 

C. XMAS Scan 

D. SYN Stealth Scan 

Correct Answer: C 
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QUESTION 3

Here is the ASCII Sheet. 
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You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique. What is the correct
syntax? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 4
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A security analyst is performing an audit on the network to determine if there are any deviations from the security
policies in place. The analyst discovers that a user from the IT department had a dial-out modem installed. 

Which security policy must the security analyst check to see if dial-out modems are allowed? 

A. Firewall-management policy 

B. Acceptable-use policy 

C. Remote-access policy 

D. Permissive policy 

Correct Answer: C 

 

QUESTION 5

To see how some of the hosts on your network react, Winston sends out SYN packets to an IP range. A number of IPs
respond with a SYN/ACK response. Before the connection is established he sends RST packets to those hosts to stop
the session. Winston has done this to see how his intrusion detection system will log the traffic. 

What type of scan is Winston attempting here? 

A. Winston is attempting to find live hosts on your company\\'s network by using an XMAS scan. 

B. He is utilizing a SYN scan to find live hosts that are listening on your network. 

C. This type of scan he is using is called a NULL scan. 

D. He is using a half-open scan to find live hosts on your network. 

Correct Answer: D 
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