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QUESTION 1

Exhibit:

ettercap —NCLzs --quiet

What does the command in the exhibit do in "Ettercap"?

A. This command will provide you the entire list of hosts in the LAN

B. This command will check if someone is poisoning you and will report its IP.

C. This command will detach from console and log all the collected passwords from the network to a file.
D. This command broadcasts ping to scan the LAN instead of ARP request of all the subnet IPs.

Correct Answer: C

QUESTION 2

Jake is a network administrator who needs to get reports from all the computer and network devices on his network.
Jake wants to use SNMP but is afraid that won\\'t be secure since passwords and messages are in clear text.

How can Jake gather network information in a secure manner?
A. He can use SNMPv3

B. Jake can use SNMPrev5

C. He can use SecWMI

D. Jake can use SecSNMP

Correct Answer: A

QUESTION 3

Bob is a very security conscious computer user. He plans to test a site that is known to have malicious applets, code,
and more. Bob always make use of a basic Web Browser to perform such testing.

Which of the following web browser can adequately fill this purpose?
A. Internet Explorer

B. Mozila

C. Lynx

D. Tiger

Correct Answer: C
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QUESTION 4

Which NMAP feature can a tester implement or adjust while scanning for open ports to avoid detection by the
network\\'s IDS?

A. Timing options to slow the speed that the port scan is conducted

B. Fingerprinting to identify which operating systems are running on the network
C. ICMP ping sweep to determine which hosts on the network are not available
D. Traceroute to control the path of the packets sent during the scan

Correct Answer: A

QUESTION 5

In the context of password security: a simple dictionary attack involves loading a dictionary file (a text file full of
dictionary words) into a cracking application such as LOphtCrack or John the Ripper, and running it against user

accounts located by the application. The larger the word and word fragment selection, the more effective the dictionary
attack is. The brute force method is the most inclusive - though slow. Usually, it tries every possible letter and number
combination in its automated exploration. If you would use both brute force and dictionary combined together to have

variations of words, what would you call such an attack?
A. Full Blown Attack

B. Thorough Attack

C. Hybrid Attack

D. BruteDict Attack

Correct Answer: C
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