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QUESTION 1

Which of the following statements regarding ethical hacking is incorrect? 

A. Testing should be remotely performed offsite. 

B. Ethical hackers should never use tools that have potential of exploiting vulnerabilities in the organizations IT system. 

C. Ethical hacking should not involve writing to or modifying the target systems. 

D. An organization should use ethical hackers who do not sell hardware/software or other consulting services. 

Correct Answer: B 

 

QUESTION 2

When Jason moves a file via NFS over the company\\'s network, you want to grab a copy of it by sniffing. Which of the
following tool accomplishes this? 

A. macof 

B. webspy 

C. filesnarf 

D. nfscopy 

Correct Answer: C 

 

QUESTION 3

Take a look at the following attack on a Web Server using obstructed URL: 

http://www.example.com/script.ext?template%2e%2e%2e%2e%2e%2f%2e%2f%65%74% 

63%2f%70%61%73%73%77%64 

The request is made up of: 

%2e%2e%2f%2e%2e%2f%2e%2f% = ../../../ 

%65%74%63 = etc 

%2f = / 

%70%61%73%73%77%64 = passwd 

How would you protect information systems from these attacks? 

A. Configure Web Server to deny requests involving Unicode characters. 
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B. Create rules in IDS to alert on strange Unicode requests. 

C. Use SSL authentication on Web Servers. 

D. Enable Active Scripts Detection at the firewall and routers. 

Correct Answer: B 

 

QUESTION 4

While performing a ping sweep of a subnet you receive an ICMP reply of Code 3/Type 13 for all the pings sent out. 

What is the most likely cause behind this response? 

A. The firewall is dropping the packets. 

B. An in-line IDS is dropping the packets. 

C. A router is blocking ICMP. 

D. The host does not respond to ICMP packets. 

Correct Answer: C 

 

QUESTION 5

Which of the following attacks takes best advantage of an existing authenticated connection? 

A. Spoofing 

B. Session Hijacking 

C. Password Sniffing 

D. Password Guessing 

Correct Answer: B 
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