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QUESTION 1

Data hiding analysis can be useful in 

A. determining the level of encryption used to encrypt the data. 

B. detecting and recovering data that may indicate knowledge,ownership or intent. 

C. identifying the amount of central processing unit (cpu) usage over time to process the data. 

D. preventing a denial of service attack on a set of enterprise servers to prevent users from accessing the data. 

Correct Answer: B 

 

QUESTION 2

In Linux, the three most common commands that hackers usually attempt to Trojan are: 

A. car,xterm,grep 

B. netstat,ps,top 

C. vmware,sed,less 

D. xterm,ps,nc 

Correct Answer: B 

 

QUESTION 3

PGP, SSL, and IKE are all examples of which type of cryptography? 

A. Hash Algorithm 

B. Secret Key 

C. Public Key 

D. Digest 

Correct Answer: C 

 

QUESTION 4

Jake is a network administrator who needs to get reports from all the computer and network devices on his network.
Jake wants to use SNMP but is afraid that won\\'t be secure since passwords and messages are in clear text. 

How can Jake gather network information in a secure manner? 
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A. He can use SNMPv3 

B. Jake can use SNMPrev5 

C. He can use SecWMI 

D. Jake can use SecSNMP 

Correct Answer: A 

 

QUESTION 5

Which of the following network attacks relies on sending an abnormally large packet size that exceeds TCP/IP
specifications? 

A. Ping of death 

B. SYN flooding 

C. TCP hijacking 

D. Smurf attack 

Correct Answer: A 
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