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QUESTION 1

The GET method should never be used when sensitive data such as credit card is being sent to a CGI program. This is
because any GET command will appear in the URL, and will be logged by any servers. For example, let\\'s say that
you\\'ve entered your credit card information into a form that uses the GET method. The URL may appear like this: 

https://www.xsecurity-bank.com/creditcard.asp?cardnumber=453453433532234 

The GET method appends the credit card number to the URL. This means that anyone with access to a server log will
be able to obtain this information. 

How would you protect from this type of attack? 

A. Never include sensitive information in a script 

B. Use HTTPS SSLv3 to send the data instead of plain HTTPS 

C. Replace the GET with POST method when sending data 

D. Encrypt the data before you send using GET method 

Correct Answer: C 

 

QUESTION 2

Which of the following is most effective against passwords? Select the Answer: 

A. Dictionary Attack 

B. BruteForce attack 

C. Targeted Attack 

D. Manual password Attack 

Correct Answer: B 

 

QUESTION 3

You are logged in as a local admin on a Windows 7 system and you need to launch the Computer Management
Console from command line. 

Which command would you use? 

A. c:\services.msc 

B. c:\ncpa.cp 

C. c:\compmgmt.msc 

D. c:\gpedit 
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Correct Answer: C 

 

QUESTION 4

Jacob would like your advice on using a wireless hacking tool that can save him time and get him better results with
lesser packets. You would like to recommend a tool that uses KoreK\\'s implementation. 

Which tool would you recommend from the list below? 

A. Kismet 

B. Shmoo 

C. Aircrack 

D. John the Ripper 

Correct Answer: C 

 

QUESTION 5

A newly discovered flaw in a software application would be considered which kind of security vulnerability? 

A. Input validation flaw 

B. HTTP header injection vulnerability 

C. 0-day vulnerability 

D. Time-to-check to time-to-use flaw 

Correct Answer: C 
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