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QUESTION 1

Your team has won a contract to infiltrate an organization. The company wants to have the attack be a realistic as
possible; therefore, they did not provide any information besides the company name.

What should be thefirst step in security testing the client?
A. Scanning

B. Escalation

C. Enumeration

D. Reconnaissance

Correct Answer: D

QUESTION 2

To what does "message repudiation” refer to what concept in the realm of email security?

A. Message repudiation means a user can validate which mail server or servers a message was passed through.
B. Message repudiation means a user can claim damages for a mail message that damaged their reputation.

C. Message repudiation means a recipient can be sure that a message was sent from a particular person.

D. Message repudiation means a recipient can be sure that a message was sent from a certain host.

E. Message repudiation means a sender can claim they did not actually send a particular message.

Correct Answer: E

QUESTION 3

What type of OS fingerprinting technique sends specially crafted packets to the remote OS and analyzes the received
response?

A. Passive

B. Reflective
C. Active

D. Distributive

Correct Answer: C

QUESTION 4
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You are trying to hijack a telnet session from a victim machine with IP address 10.0.0.5 to Cisco router at

10.0.0.1. You sniff the traffic and attempt to predict the sequence and acknowledgement numbers to successfully hijack
the telnet session.

Here is the captured data in tcpdump.

What are the next sequence and acknowledgement numbers that the router will send to the victim machine?

A. Sequence number: 82980070 Acknowledgement number: 17768885A.
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B. Sequence number: 17768729 Acknowledgement number: 82980070B.
C. Sequence number: 87000070 Acknowledgement number: 85320085C.
D. Sequence number: 82980010 Acknowledgement number: 17768885D.

Correct Answer: A

QUESTION 5

Which of the following is true of the wireless Service Set ID (SSID)? (Select all that apply.)
A. ldentifies the wireless network

B. Acts as a password for network access

C. Should be left at the factory default setting

D. Not broadcasting the SSID defeats NetStumbler and other wireless discovery tools

Correct Answer:. AB
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