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QUESTION 1

This method is used to determine the Operating system and version running on a remote target system. What is it
called? 

A. Service Degradation 

B. OS Fingerprinting 

C. Manual Target System 

D. Identification Scanning 

Correct Answer: B 

 

QUESTION 2

You establish a new Web browser connection to Google. Since a 3-way handshake is required for any TCP connection,
the following actions will take place. 
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Which of the following packets represent completion of the 3-way handshake? 

A. 4thpacket 

B. 3rdpacket 

C. 6thpacket 

D. 5thpacket 

Correct Answer: D 

 

QUESTION 3

A security engineer is attempting to map a company\\'s internal network. The engineer enters in the 

following NMAP commanD. 

NMAP –n –sS –P0 –p 80 ***.***.**.** 

What type of scan is this? 

A. Quick scan 

B. Intense scan 

C. Stealth scan 

D. Comprehensive scan 

Correct Answer: C 

 

QUESTION 4

There is some dispute between two network administrators at your company. Your boss asks you to come and meet
with the administrators to set the record straight. 

Which of these are true about PKI and encryption? Select the best answers. 

A. PKI provides data with encryption,compression,and restorability. 

B. Public-key encryption was invented in 1976 by Whitfield Diffie and Martin Hellman. 

C. When it comes to eCommerce,as long as you have authenticity,and authenticity,you do not need encryption. 

D. RSA is a type of encryption. 

Correct Answer: BD 

 

QUESTION 5
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What two things will happen if a router receives an ICMP packet, which has a TTL value of 1, and the destination host is
several hops away? (Select 2 answers) 

A. The router will discard the packet 

B. The router will decrement the TTL value and forward the packet to the next router on the path to the destination host 

C. The router will send a time exceeded message to the source host 

D. The router will increment the TTL value and forward the packet to the next router on the path to the destination host. 

E. The router will send an ICMP Redirect Message to the source host 

Correct Answer: AC 
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