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QUESTION 1

While testing the company\\'s web applications, a tester attempts to insert the following test script into the search area
on the company\\'s web site:

alert(" Testing Testing Testing ")

Afterwards, when the tester presses the search button, a pop-up box appears on the screen with the text: "Testing
Testing Testing". Which vulnerability has been detected in the web application?

A. Buffer overflow

B. Cross-site request forgery
C. Distributed denial of service
D. Cross-site scripting

Correct Answer: D Section: (none)

QUESTION 2

Due to a slow down of normal network operations, IT department decided to monitor internet traffic for all of the
employees. From a legal stand point, what would be troublesome to take this kind of measure?

A. All of the employees would stop normal work activities

B. IT department would be telling employees who the boss is

C. Not informing the employees that they are going to be monitored could be an invasion of privacy.
D. The network could still experience traffic slow down.

Correct Answer: C Section: (none)

QUESTION 3

Which of the following techniques will identify if computer files have been changed?
A. Network sniffing

B. Permission sets

C. Integrity checking hashes

D. Firewall alerts

Correct Answer: C Section: (none)
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QUESTION 4

A penetration tester is conducting a port scan on a specific host. The tester found several ports opened that were

confusing in concluding the Operating System (OS) version installed. Considering the NMAP result below, which of the
following is likely to be installed on the target machine by the OS?

Starting NMAP 5.21 at 2011-03-15 11:06
NMAFP ascan report for 172.16.40.65

Host is up (1.00s latency).

Not shown: 23393 clossd ports

BPORT STATE SERVICE
21/tep open ftp

23/ tep open telnet
80/tcp open http
135/tcp open netbios—=zan
515 e open

631/tecp open ipp

3100/ tcp open

MAC Address: 00:00:4B8:0D:EE:89

A. The host is likely a printer.

B. The host is likely a Windows machine.

C. The host is likely a Linux machine.

D. The host is likely a router.

Correct Answer: A Section: (none)

The Internet Printing Protocol (IPP) uses port 631.

References: https://en.wikipedia.org/wiki/List_of _TCP_and_UDP_port_numbers

QUESTION 5

What is the process of logging, recording, and resolving events that take place in an organization?
A. Incident Management Process

B. Security Policy

C. Internal Procedure

D. Metrics

Correct Answer: A Section: (none)

The activities within the incident management process include: Incident detection and recording
Classification and initial support

Investigation and analysis
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Resolution and record

Incident closure

Incident ownership, monitoring, tracking and communication
Establish incident framework management

Evaluation of incident framework management

References: https://en.wikipedia.org/wiki/Incident_management_(ITSM)#Incident_management_procedure
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