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QUESTION 1

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a
Demilitarized Zone (DMZ) and a second DNS server on the internal network.

What is this type of DNS configuration commonly called?

A. Split DNS

B. DNSSEC

C. DynDNS

D. DNS Scheme

Correct Answer: A Section: (none)

In a split DNS infrastructure, you create two zones for the same domain, one to be used by the internal network, the
other used by the external network. Split DNS directs internal hosts to an internal domain name server for name

resolution and external hosts are directed to an external domain name server for name resolution.

References: http://www.webopedia.com/TERM/S/split_ DNS.html

QUESTION 2

Which initial procedure should an ethical hacker perform after being brought into an organization?
A. Begin security testing.

B. Turn over deliverables.

C. Sign a formal contract with non-disclosure.

D. Assess what the organization is trying to protect.

Correct Answer: C Section: (none)

QUESTION 3

Which of the following is not a Bluetooth attack?
A. Bluedriving

B. Bluejacking

C. Bluesmacking

D. Bluesnarfing

Correct Answer: A Section: (none)
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Incorrect Answers:

B: Bluejacking is the sending of unsolicited messages over Bluetooth to Bluetooth-enabled devices such as mobile
phones, PDAs or laptop computers, sending a vCard which typically contains a message in the name field (i.e., for
bluedating or bluechat) to another Bluetooth-enabled device via the OBEX protocol.

C: BlueSmack is a Bluetooth attack that knocks out some Bluetooth-enabled devices immediately. This Denial of
Service attack can be conducted using standard tools that ship with the official Linux Bluez utils package.

D: Bluesnarfing is the unauthorized access of information from a wireless device through a Bluetooth connection, often
between phones, desktops, laptops, and PDAs (personal digital assistant.). This allows access to a calendar, contact
list, emails and text messages, and on some phones, users can copy pictures and private videos.

References: https://en.wikipedia.org/wiki/Bluejacking http://trifinite.org/trifinite_stuff_bluesmack.html
https://en.wikipedia.org/wiki/Bluesnarfing

QUESTION 4

Every company needs a formal written document which spells out to employees precisely what they are allowed to use
the company\\'s systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies
of the policy should be given to every employee as soon as possible after they join the organization. The employee
should be asked to sign one copy, which should be safely filed by the company. No one should be allowed to use the
company\\'s computer systems until they have signed the policy in acceptance of its terms.

What is this document called?

A. Information Audit Policy (IAP)

B. Information Security Policy (ISP)

C. Penetration Testing Policy (PTP)

D. Company Compliance Policy (CCP)

Correct Answer: B Section: (none)

QUESTION 5

In Trojan terminology, what is a covert channel?

A. A channel that transfers information within a computer system or network in a way that violates the security policy
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B. A legitimate communication path within a computer system or network for transfer of data
C. Itis a kernel operation that hides boot processes and services to mask detection

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections

Correct Answer: A Section: (none)
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