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QUESTION 1

How does a denial-of-service attack work?

A. A hacker prevents a legitimate user (or group of users) from accessing a service

B. A hacker uses every character, word, or letter he or she can think of to defeat authentication

C. A hacker tries to decipher a password by using a system, which subsequently crashes the network
D. A hacker attempts to imitate a legitimate user by confusing a computer or even another person

Correct Answer: A Section: (none)

QUESTION 2

Which property ensures that a hash function will not produce the same hashed value for two different messages?
A. Collision resistance

B. Bit length

C. Key strength

D. Entropy

Correct Answer: A Section: (none)

QUESTION 3

Which type of scan is used on the eye to measure the layer of blood vessels?
A. Facial recognition scan

B. Retinal scan

C. Iris scan

D. Signature kinetics scan

Correct Answer: B Section: (none)

QUESTION 4
What is the most secure way to mitigate the theft of corporate information from a laptop that was left in a hotel room?
A. Set a BIOS password.

B. Encrypt the data on the hard drive.
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C. Use a strong logon password to the operating system.
D. Back up everything on the laptop and store the backup in a safe place.

Correct Answer: B Section: (none)

QUESTION 5

Fingerprinting VPN firewalls is possible with which of the following tools?
A. Angry IP

B. Nikto

C. Ike-scan

D. Arp-scan

Correct Answer: C Section: (none)
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