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QUESTION 1

This kind of password cracking method uses word lists in combination with numbers and special characters: 

A. Hybrid 

B. Linear 

C. Symmetric 

D. Brute Force 

Correct Answer: A Section: (none)

 

QUESTION 2

Which mode of IPSec should you use to assure security and confidentiality of data within the same LAN? 

A. ESP transport mode 

B. AH permiscuous 

C. ESP confidential 

D. AH Tunnel mode 

Correct Answer: A Section: (none)

When transport mode is used, IPSec encrypts only the IP payload. Transport mode provides the protection of an IP
payload through an AH or ESP header. Encapsulating Security Payload (ESP) provides confidentiality (in addition to
authentication, integrity, and anti-replay protection) for the IP payload. 

Incorrect Answers: 

B: Authentication Header (AH) provides authentication, integrity, and anti-replay protection for the entire packet (both
the IP header and the data payload carried in the packet). It does not provide confidentiality, which means that it does
not encrypt the data. 

References: https://technet.microsoft.com/en-us/library/cc739674(v=ws.10).aspx 

 

QUESTION 3

This configuration allows NIC to pass all traffic it receives to the Central Processing Unit (CPU), instead of passing only
the frames that the controller is intended to receive. Select the option that BEST describes the above statement. 

A. Multi-cast mode 

B. WEM 

C. Promiscuous mode 
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D. Port forwarding 

Correct Answer: C Section: (none)

 

QUESTION 4

In order to prevent particular ports and applications from getting packets into an organization, what does a firewall
check? 

A. Network layer headers and the session layer port numbers 

B. Presentation layer headers and the session layer port numbers 

C. Application layer port numbers and the transport layer headers 

D. Transport layer port numbers and application layer headers 

Correct Answer: D Section: (none) 

 

QUESTION 5

Internet Protocol Security IPSec is actually a suite of protocols. Each protocol within the suite provides different
functionality. Collective IPSec does everything except. 

A. Protect the payload and the headers 

B. Authenticate 

C. Encrypt 

D. Work at the Data Link Layer 

Correct Answer: D Section: (none)
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