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QUESTION 1

The Open Web Application Security Project (OWASP) is the worldwide not-for-profit charitable organization focused on
improving the security of software. What item is the primary concern on OWASP\\'s Top Ten Project Most Critical Web
Application Security Risks? 

A. Injection 

B. Cross Site Scripting 

C. Cross Site Request Forgery 

D. Path disclosure 

Correct Answer: A Section: (none)

The top item of the OWASP 2013 OWASP\\'s Top Ten Project Most Critical Web Application Security Risks 

is injection. 

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter 

as part of a command or query. The attacker\\'s hostile data can trick the interpreter into executing 

unintended commands or accessing data without proper authorization. 

References: https://www.owasp.org/index.php/Top_10_2013-Top_10 

 

QUESTION 2

What is the main reason the use of a stored biometric is vulnerable to an attack? 

A. The digital representation of the biometric might not be unique, even if the physical characteristic is unique. 

B. Authentication using a stored biometric compares a copy to a copy instead of the original to a copy. 

C. A stored biometric is no longer "something you are" and instead becomes "something you have". 

D. A stored biometric can be stolen and used by an attacker to impersonate the individual identified by the biometric. 

Correct Answer: D Section: (none)

 

QUESTION 3

A covert channel is a channel that 

A. transfers information over, within a computer system, or network that is outside of the security policy. 

B. transfers information over, within a computer system, or network that is within the security policy. 

C. transfers information via a communication path within a computer system, or network for transfer of data. 
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D. transfers information over, within a computer system, or network that is encrypted. 

Correct Answer: A Section: (none)

 

QUESTION 4

What does a type 3 code 13 represent? (Choose two.) 

A. Echo request 

B. Destination unreachable 

C. Network unreachable 

D. Administratively prohibited 

E. Port unreachable 

F. Time exceeded 

Correct Answer: BD Section: (none)

 

QUESTION 5

Pentest results indicate that voice over IP traffic is traversing a network. Which of the following tools will decode a
packet capture and extract the voice conversations? 

A. Cain 

B. John the Ripper 

C. Nikto 

D. Hping 

Correct Answer: A Section: (none)
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