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QUESTION 1

What is one thing a tester can do to ensure that the software is trusted and is not changing or tampering with critical
data on the back end of a system it is loaded on? 

A. Proper testing 

B. Secure coding principles 

C. Systems security and architecture review 

D. Analysis of interrupts within the software 

Correct Answer: D Section: (none)

 

QUESTION 2

An Internet Service Provider (ISP) has a need to authenticate users connecting using analog modems, Digital
Subscriber Lines (DSL), wireless data services, and Virtual Private Networks (VPN) over a Frame Relay network. 

Which AAA protocol is most likely able to handle this requirement? 

A. RADIUS 

B. DIAMETER 

C. Kerberos 

D. TACACS+ 

Correct Answer: A Section: (none)

Because of the broad support and the ubiquitous nature of the RADIUS protocol, it is often used by ISPs and
enterprises to manage access to the Internet or internal networks, wireless networks, and integrated e-mail services.
These networks may incorporate modems, DSL, access points, VPNs, network ports, web servers, etc. 

References: https://en.wikipedia.org/wiki/RADIUS 

 

QUESTION 3

Which technical characteristic do Ethereal/Wireshark, TCPDump, and Snort have in common? 

A. They are written in Java. 

B. They send alerts to security monitors. 

C. They use the same packet analysis engine. 

D. They use the same packet capture utility. 

Correct Answer: D Section: (none)
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QUESTION 4

MX record priority increases as the number increases. (True/False.) 

A. True 

B. False 

Correct Answer: B Section: (none)

 

QUESTION 5

A newly discovered flaw in a software application would be considered which kind of security vulnerability? 

A. Input validation flaw 

B. HTTP header injection vulnerability 

C. 0-day vulnerability 

D. Time-to-check to time-to-use flaw 

Correct Answer: C Section: (none)
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