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QUESTION 1

Which tool is used to automate SQL injections and exploit a database by forcing a given web application to connect to
another database controlled by a hacker?

A. DataThief

B. NetCat

C. Cain and Abel
D. SQLlInjector

Correct Answer: A Section: (none)

QUESTION 2

In order to have an anonymous Internet surf, which of the following is best choice?
A. Use SSL sites when entering personal information

B. Use Tor network with multi-node

C. Use shared WiFi

D. Use public VPN

Correct Answer: B Section: (none)

QUESTION 3

Which security strategy requires using several, varying methods to protect IT systems against attacks?
A. Defense in depth

B. Three-way handshake

C. Covert channels

D. Exponential backoff algorithm

Correct Answer: A Section: (none)

QUESTION 4
> NMAP -sn 192.168.11.200-215

The NMAP command above performs which of the following?
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A. A ping scan

B. A trace sweep

C. An operating system detect

D. A port scan

Correct Answer: A Section: (none)

NMAP -sn (No port scan)

This option tells Nmap not to do a port scan after host discovery, and only print out the available hosts that
responded to the host discovery probes. This is often known as a "ping scan"”, but you can also request
that traceroute and NSE host scripts be run.

References: https://nmap.org/book/man-host-discovery.html

QUESTION 5

A certified ethical hacker (CEH) is approached by a friend who believes her husband is cheating. She offers to pay to
break into her husband\\'s email account in order to find proof so she can take him to court. What is the ethical
response?

A. Say no; the friend is not the owner of the account.

B. Say yes; the friend needs help to gather evidence.

C. Say yes; do the job for free.

D. Say no; make sure that the friend knows the risk she\\'s asking the CEH to take.

Correct Answer: A Section: (none)
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