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QUESTION 1

Sam works as an analyst in an organization named InfoTech Security. He was asked to collect information from various
threat intelligence sources. In meeting the deadline, he forgot to verify the threat intelligence sources and used data
from an open-source data provider, who offered it at a very low cost. Through it was beneficial at the initial stage but
relying on such data providers can produce unreliable data and noise putting the organization network into risk. 

What mistake Sam did that led to this situation? 

A. Sam used unreliable intelligence sources. 

B. Sam used data without context. 

C. Sam did not use the proper standardization formats for representing threat data. 

D. Sam did not use the proper technology to use or consume the information. 

Correct Answer: D 

 

QUESTION 2

Alison, an analyst in an XYZ organization, wants to retrieve information about a company\\'s website from the time of its
inception as well as the removed information from the target website. 

What should Alison do to get the information he needs. 

A. Alison should use SmartWhois to extract the required website information. 

B. Alison should use https://archive.org to extract the required website information. 

C. Alison should run the Web Data Extractor tool to extract the required website information. 

D. Alison should recover cached pages of the website from the Google search engine cache to extract the required
website information. 

Correct Answer: C 

 

QUESTION 3

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries. 

Identify the type of threat intelligence analysis is performed by John. 

A. Operational threat intelligence analysis 

B. Technical threat intelligence analysis 

C. Strategic threat intelligence analysis 
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D. Tactical threat intelligence analysis 

Correct Answer: D 

 

QUESTION 4

An organization suffered many major attacks and lost critical information, such as employee records, and financial
information. Therefore, the management decides to hire a threat analyst to extract the strategic threat intelligence that
provides high-level information regarding current cyber-security posture, threats, details on the financial impact of
various cyber-activities, and so on. 

Which of the following sources will help the analyst to collect the required intelligence? 

A. Active campaigns, attacks on other organizations, data feeds from external third parties 

B. OSINT, CTI vendors, ISAO/ISACs 

C. Campaign reports, malware, incident reports, attack group reports, human intelligence 

D. Human, social media, chat rooms 

Correct Answer: B 

 

QUESTION 5

HandP, Inc. is a small-scale organization that has decided to outsource the network security monitoring due to lack of
resources in the organization. They are looking for the options where they can directly incorporate threat intelligence
into their existing network defense solutions. 

Which of the following is the most cost-effective methods the organization can employ? 

A. Recruit the right talent 

B. Look for an individual within the organization 

C. Recruit data management solution provider 

D. Recruit managed security service providers (MSSP) 

Correct Answer: D 
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