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QUESTION 1

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack. 

Which of the following online sources should Alice use to gather such information? 

A. Financial services 

B. Social network settings 

C. Hacking forums 

D. Job sites 

Correct Answer: C 

 

QUESTION 2

SecurityTech Inc. is developing a TI plan where it can drive more advantages in less funds. In the process of selecting a
TI platform, it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks,
and digital assets of the organization, so that it can put in more funds toward the resources which are critical for the
organization\\'s security. 

Which of the following key features should SecurityTech Inc. consider in their TI plan for selecting the TI platform? 

A. Search 

B. Open 

C. Workflow 

D. Scoring 

Correct Answer: D 

 

QUESTION 3

Miley, an analyst, wants to reduce the amount of collected data and make the storing and sharing process easy. She
uses filtering, tagging, and queuing technique to sort out the relevant and structured data from the large amounts of
unstructured data. 

Which of the following techniques was employed by Miley? 

A. Sandboxing 

B. Normalization 

C. Data visualization 
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D. Convenience sampling 

Correct Answer: B 

 

QUESTION 4

Alison, an analyst in an XYZ organization, wants to retrieve information about a company\\'s website from the time of its
inception as well as the removed information from the target website. 

What should Alison do to get the information he needs. 

A. Alison should use SmartWhois to extract the required website information. 

B. Alison should use https://archive.org to extract the required website information. 

C. Alison should run the Web Data Extractor tool to extract the required website information. 

D. Alison should recover cached pages of the website from the Google search engine cache to extract the required
website information. 

Correct Answer: C 

 

QUESTION 5

Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the
target\\'s network? 

A. Risk tolerance 

B. Timeliness 

C. Attack origination points 

D. Multiphased 

Correct Answer: C 
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