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QUESTION 1

Daniel is a professional hacker whose aim is to attack a system to steal data and money for profit. He performs hacking
to obtain confidential data such as social security numbers, personally identifiable information (PIl) of an employee, and
credit card information. After obtaining confidential data, he further sells the information on the black market to make
money.

Daniel comes under which of the following types of threat actor.

A. Industrial spies

B. State-sponsored hackers

C. Insider threat

D. Organized hackers

Correct Answer: D

QUESTION 2

In which of the following attacks does the attacker exploit vulnerabilities in a computer application before the software
developer can release a patch for them?

A. Active online attack

B. Zero-day attack

C. Distributed network attack
D. Advanced persistent attack

Correct Answer: B

QUESTION 3

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack.
Which of the following online sources should Alice use to gather such information?

A. Financial services

B. Social network settings

C. Hacking forums

D. Job sites
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Correct Answer: C

QUESTION 4

What is the correct sequence of steps involved in scheduling a threat intelligence program?
1.

Review the project charter

2.

Identify all deliverables

3.

Identify the sequence of activities

4,

Identify task dependencies

5.

Develop the final schedule

6.

Estimate duration of each activity

7.

Identify and estimate resources for all activities
8.

Define all activities

9.

Build a work breakdown structure (WBS)
A. 1-->9-->2-->8-->3-->7-->4-->6-->5

B. 3-->4-->5-->2-->1-->9-->8-->7-->6

C. 1-->2-->3-->4-->5-->6-->9-->8-->7

D. 1-->2-->3-->4-->5-->6-->7-->8-->90

Correct Answer: A
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QUESTION 5

HandP, Inc. is a small-scale organization that has decided to outsource the network security monitoring due to lack of
resources in the organization. They are looking for the options where they can directly incorporate threat intelligence
into their existing network defense solutions.

Which of the following is the most cost-effective methods the organization can employ?

A. Recruit the right talent

B. Look for an individual within the organization

C. Recruit data management solution provider

D. Recruit managed security service providers (MSSP)

Correct Answer: D
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