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QUESTION 1

Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts. During
the process, the analysts started converting the raw data into useful information by applying various techniques, such as
machine-based techniques, and statistical methods.

In which of the following phases of the threat intelligence lifecycle is the threat intelligence team currently working?

A. Dissemination and integration

B. Planning and direction

C. Processing and exploitation

D. Analysis and production

Correct Answer: A

QUESTION 2

Sarah is a security operations center (SOC) analyst working at JW Williams and Sons organization based in Chicago.
As a part of security operations, she contacts information providers (sharing partners) for gathering information such as
collections of validated and prioritized threat indicators along with a detailed technical analysis of malware samples,
botnets, DDoS attack methods, and various other malicious tools. She further used the collected information at the
tactical and operational levels.

Sarah obtained the required information from which of the following types of sharing partner?

A. Providers of threat data feeds

B. Providers of threat indicators

C. Providers of comprehensive cyber-threat intelligence

D. Providers of threat actors

Correct Answer: C

QUESTION 3

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries.

Identify the type of threat intelligence analysis is performed by John.

A. Operational threat intelligence analysis

B. Technical threat intelligence analysis

C. Strategic threat intelligence analysis
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D. Tactical threat intelligence analysis

Correct Answer: D

QUESTION 4

An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such
threats, Mr. Andrews was asked to perform threat modeling. During the process of threat modeling, he collected
important information about the treat actor and characterized the analytic behavior of the adversary that includes
technological details, goals, and motives that can be useful in building a strong countermeasure.

What stage of the threat modeling is Mr. Andrews currently in?

A. System modeling

B. Threat determination and identification

C. Threat profiling and attribution

D. Threat ranking

Correct Answer: C

QUESTION 5

Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of
compromise. During the network monitoring, he came to know that there are multiple logins from different locations in a
short time span. Moreover, he also observed certain irregular log in patterns from locations where the organization does
not have business relations. This resembles that somebody is trying to steal confidential information.

Which of the following key indicators of compromise does this scenario present?

A. Unusual outbound network traffic

B. Unexpected patching of systems

C. Unusual activity through privileged user account

D. Geographical anomalies

Correct Answer: C
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