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QUESTION 1

Jame, a professional hacker, is trying to hack the confidential information of a target organization. He identified the
vulnerabilities in the target system and created a tailored deliverable malicious payload using an exploit and a backdoor
to send it to the victim.

Which of the following phases of cyber kill chain methodology is Jame executing?

A. Reconnaissance

B. Installation

C. Weaponization

D. Exploitation

Correct Answer: C

QUESTION 2

Kathy wants to ensure that she shares threat intelligence containing sensitive information with the appropriate audience.
Hence, she used traffic light protocol (TLP). Which TLP color would you signify that information should be shared only
within a particular community?

A. Red

B. White

C. Green

D. Amber

Correct Answer: D

QUESTION 3

Andrews and Sons Corp. has decided to share threat information among sharing partners. Garry, a threat analyst,
working in Andrews and Sons Corp., has asked to follow a trust model necessary to establish trust between sharing
partners. In the trust model used by him, the first organization makes use of a body of evidence in a second
organization, and the level of trust between two organizations depends on the degree and quality of evidence provided
by the first organization.

Which of the following types of trust model is used by Garry to establish the trust?

A. Mediated trust

B. Mandated trust

C. Direct historical trust

D. Validated trust
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Correct Answer: D

QUESTION 4

Walter and Sons Company has faced major cyber attacks and lost confidential data. The company has decided to
concentrate more on the security rather than other resources. Therefore, they hired Alice, a threat analyst, to perform
data analysis. Alice was asked to perform qualitative data analysis to extract useful information from collected bulk
data.

Which of the following techniques will help Alice to perform qualitative data analysis?

A. Regression analysis, variance analysis, and so on

B. Numerical calculations, statistical modeling, measurement, research, and so on.

C. Brainstorming, interviewing, SWOT analysis, Delphi technique, and so on

D. Finding links between data and discover threat-related information

Correct Answer: C

QUESTION 5

Michael, a threat analyst, works in an organization named TechTop, was asked to conduct a cyber-threat intelligence
analysis. After obtaining information regarding threats, he has started analyzing the information and understanding the
nature of the threats.

What stage of the cyber-threat intelligence is Michael currently in?

A. Unknown unknowns

B. Unknowns unknown

C. Known unknowns

D. Known knowns

Correct Answer: C
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