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QUESTION 1

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the
rapidly changing network of compromised bots. In this particular technique, a single domain name consists of multiple IP
addresses. 

Which of the following technique is used by the attacker? 

A. DNS zone transfer 

B. Dynamic DNS 

C. DNS interrogation 

D. Fast-Flux DNS 

Correct Answer: D 

 

 

QUESTION 2

Tracy works as a CISO in a large multinational company. She consumes threat intelligence to understand the changing
trends of cyber security. She requires intelligence to understand the current business trends and make appropriate
decisions regarding new technologies, security budget, improvement of processes, and staff. The intelligence helps her
in minimizing business risks and protecting the new technology and business initiatives. 

Identify the type of threat intelligence consumer is Tracy. 

A. Tactical users 

B. Strategic users 

C. Operational users 

D. Technical users 

Correct Answer: B 

 

QUESTION 3

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs
and requirements of the Red Tam present within the organization. Which of the following are the needs of a RedTeam? 

A. Intelligence related to increased attacks targeting a particular software or operating system vulnerability 

B. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs) 

C. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and
TTPs 
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D. Intelligence that reveals risks related to various strategic business decisions 

Correct Answer: B 

 

QUESTION 4

Kim, an analyst, is looking for an intelligence-sharing platform to gather and share threat information from a variety of
sources. He wants to use this information to develop security policies to enhance the overall security posture of his
organization. 

Which of the following sharing platforms should be used by Kim? 

A. Cuckoo sandbox 

B. OmniPeek 

C. PortDroid network analysis 

D. Blueliv threat exchange network 

Correct Answer: D 

 

QUESTION 5

An organization suffered many major attacks and lost critical information, such as employee records, and financial
information. Therefore, the management decides to hire a threat analyst to extract the strategic threat intelligence that
provides high-level information regarding current cyber-security posture, threats, details on the financial impact of
various cyber-activities, and so on. 

Which of the following sources will help the analyst to collect the required intelligence? 

A. Active campaigns, attacks on other organizations, data feeds from external third parties 

B. OSINT, CTI vendors, ISAO/ISACs 

C. Campaign reports, malware, incident reports, attack group reports, human intelligence 

D. Human, social media, chat rooms 

Correct Answer: B 
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