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QUESTION 1

An analyst wants to disseminate the information effectively so that the consumers can acquire and benefit out of the
intelligence. 

Which of the following criteria must an analyst consider in order to make the intelligence concise, to the point, accurate,
and easily understandable and must consist of a right balance between tables, narrative, numbers, graphics, and
multimedia? 

A. The right time 

B. The right presentation 

C. The right order 

D. The right content 

Correct Answer: B 

 

 

QUESTION 2

Jim works as a security analyst in a large multinational company. Recently, a group of hackers penetrated into their
organizational network and used a data staging technique to collect sensitive data. They collected all sorts of sensitive
data about the employees and customers, business tactics of the organization, financial information, network
infrastructure information and so on. 

What should Jim do to detect the data staging before the hackers exfiltrate from the network? 

A. Jim should identify the attack at an initial stage by checking the content of the user agent field. 

B. Jim should analyze malicious DNS requests, DNS payload, unspecified domains, and destination of DNS requests. 

C. Jim should monitor network traffic for malicious file transfers, file integrity monitoring, and event logs. 

D. Jim should identify the web shell running in the network by analyzing server access, error logs, suspicious strings
indicating encoding, user agent strings, and so on. 

Correct Answer: C 

 

QUESTION 3

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs
and requirements of the Red Tam present within the organization. Which of the following are the needs of a RedTeam? 

A. Intelligence related to increased attacks targeting a particular software or operating system vulnerability 

B. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs) 

C. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and
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TTPs 

D. Intelligence that reveals risks related to various strategic business decisions 

Correct Answer: B 

 

QUESTION 4

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries. 

Identify the type of threat intelligence analysis is performed by John. 

A. Operational threat intelligence analysis 

B. Technical threat intelligence analysis 

C. Strategic threat intelligence analysis 

D. Tactical threat intelligence analysis 

Correct Answer: D 

 

QUESTION 5

An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such
threats, Mr. Andrews was asked to perform threat modeling. During the process of threat modeling, he collected
important information about the treat actor and characterized the analytic behavior of the adversary that includes
technological details, goals, and motives that can be useful in building a strong countermeasure. 

What stage of the threat modeling is Mr. Andrews currently in? 

A. System modeling 

B. Threat determination and identification 

C. Threat profiling and attribution 

D. Threat ranking 

Correct Answer: C 
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