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QUESTION 1

Which description of BGP authentication is true? 

A. MD5 has been used by BGP to encrypt BGP update packets. 

B. BGP uses a message-digest algorithm to authenticate BGP peers 

C. A plain-text password authentication is an option of BGP authentication 

D. EBGP peers authentication is faster than IBGP peers authentication 

E. BGP uses public key and private key to authenticate BGP peers. 

Correct Answer: B 

BGP Authentication 

BGP supports MD5 authentication between neighbors, using a shared password. It is configured under BGP router
configuration mode with the command neighbor {ip-address | peer-group- name} password password. 

When authentication is configured, BGP authenticates every TCP segment from its peer and checks the source of each
routing update. Most ISPs require authentication for their EBGP peers. 

 

QUESTION 2

Select and Place: 

Correct Answer: 
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QUESTION 3

Refer to the exhibit. 

An engineer is looking the CE1 routing table for CE2 Loopback 0. Each CE runs OSPF with its PE. 

Which statement describes why the CE2 Loopback address is installed as an external OSPF route at the CE1 routing
table? 

A. PE1 and PE2 have mutual redistribution between OSPF and BGP. 
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B. CE1 is configured under OSPF with the command redistribute connected. 

C. CE1 and CE2 are in different areas. 

D. CE1 and CE2 have different OSPF processes. 

E. PE1 and PE2 have different OSPF VRF processes. 

Correct Answer: E 

 

QUESTION 4

Which feature provides rapid failure detection times between the forwarding engines, while maintaining low overhead? 

A. Resource Reservation protocol 

B. Precision Time protocol 

C. bidirectional forwarding detection 

D. MPLS traffic engineering 

E. fast hello 

F. nonstop forwarding 

Correct Answer: C 

 

QUESTION 5

Which two statements about 6RD are true? (Choose two.) 

A. The 6RD customer edge device forwards all packets to the 6RD border relay. 

B. The 6RD customer edge device can forward packets destined to other 6RD customer edge devices outside the local
6RD domain without traversing the 6RD border relay. 

C. Packets between 6RD customer edge devices in the same 6RD domain do not need to traverse the 6RD border
relay. 

D. Packets received from a 6RD domain can easily be identified as such on the IPv6 Internet. 

E. The entry point into the local 6RD domain is deterministic. 

Correct Answer: CE 
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