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QUESTION 1

Refer to the exhibit.

WLANSs Entries 1 - 5 of 5
Current Filter: None {l‘:.ﬂ.anqe Fllter] [flear Filter] Craate New - Go I
' WLAN dmiin
1D Type Profile Name WLAN SSID atus Security Policies
- WLAN Sales sales nabled [WPA2][Auth{802.1X)] [~
- 2 WLAN Development Development Enabled [WrAZ][Auth{802.1X])] [~
3 WLAN Accounting Accounting Enabled  [WPA2][Auth(802.1X)] [~
[ 4 WLAN Guest Guest &’ Enabled Web-Auth [~ ]
-5 WLAN voice voice Enabled [wpraz][Auth(802.1X)] [~

WLANSs Entries 1 -5 of 5

Current Filter: None [Change Filter] [Clear Filter] * Craate New * Go I

' WLAN ) 0 Admin e

1D Type Profile Name WLAN SSID Status Security Policies
-1 WLAN sales 0 sales Enabled [WPAZ][Auth(802.1X]]
-2 WLAN Development Development Enabled [wraz][Auth(PSK)]
| WLAN Guest Guest Enabled Web-Auth
4 WLAN Accounting Accounting Enabled [wraz][auth(802.1X]]
| S WLAN voice voice Enabled [wraz][Auth(802.1X)]

Two Cisco WLCs on a Cisco WiSM and in the same mobility group are both running 4.2.209.0 code. All the WLANSs on
both Cisco WLCs are configured for H-REAP local switching. Based on the configurations that are shown, which WLAN
or WLANSs will still be correctly mapped to a local VLAN if an H-REAP mode AP moves between the two controllers?

A. WLANSs 2, 3,4,and 5

B. All the WLANSs

C. WLAN 1

D. WLANs 2 and 5

E.WLANs 1, 2,4, and 5

F. WLAN 5

Correct Answer: D

QUESTION 2

According to Cisco best practices, many features require the WLC to be synchronized with an NTP server. For which of
these options is time synchronization not required?
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A. SNMPv3

B. MFP

C. CAPWAP
D. Location

Correct Answer: C

QUESTION 3
Which statement describes the operation of an access point in Rogue Location Discovery Protocol mode?

A. The AP uses the existing wireless infrastructure in order to scan for rogue APs. Once discovered, these rogues are
added to a local list that includes the rogues\\' BSSIDs, MAC addresses, and any discovered security provisions (WPA,

WEP, etc.).

B. The AP detects a rogue client, and then the network administrator is able to contain both the rogue AP and the rogue
clients. This can be achieved because 802.11 deauthentication packets are sent to clients that are associated to rogue
APs, so threats such as holes are mitigated.

C. The AP moves to the rogue channel and attempts to connect to the rogue as a client. The AP then tries to obtain an
IP address and forwards a UDP packet to the controller through the rogue. If the controller receives this packet, the
network administrator is notified that a rogue AP has been discovered on the wired network.

D. The AP determines whether or not a rogue access point is on a trusted network. It does not provide RF service of
any kind, but rather receives periodic rogue access point reports from the controller, and sniffs all ARP packets. If it
finds a match between an ARP request and a MAC address it receives from the controller, it generates a rogue access
point alert to the controller.

Correct Answer: C

QUESTION 4

You want to restrict read/write admin access levels to only the Security tab on a Cisco WLC for a particular admin user.
Which two of these options do you need to configure? (Choose two.)

A. a custom attribute-value pair on the ACS

B. a Cisco attribute-value pair on the ACS

C. a RADIUS authentication/authorization server
D. a TACACS+ authentication/authorization server
E. the Lobby Ambassador feature

Correct Answer: AD
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QUESTION 5

When configuring authentication for a WLAN through a RADIUS server, which statement is correct when per-WLAN
RADIUS source support is enabled?

A. You must specify a RADIUS server in the WLAN settings; otherwise, authentications will fail.

B. If the RADIUS server is on one of the WLC dynamic interface networks, RADIUS traffic from the controller will be
sourced from that dynamic interface.

C. If AAA override is enabled, the WLAN settings will override any RADIUS attribute received by the RADIUS server.
D. Wireless clients need to trust the WLC certificate in case of EAP-TLS authentications.

Correct Answer: B
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