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QUESTION 1

Refer to the exhibit.

WLANs Entries 1 - Sof 5
Current Filter: None [Change Filter] [Clear Filter] Create New - [E&8 I
' WLAN dmiin
1D Type Profile Name WLAN SSID atus Security Policies
- WLAN Sales sales nabled [WPA2][Auth{802.1X)] [~
- 2 WLAN Development Development Enabled [WrAZ][Auth{802.1X])] [~
3 WLAN Accounting Accounting Enabled  [wPA2][Auth(802.1X)] [~
[ 4 WLAN Guest Guest &’ Enabled Web-Auth [~ |
-5 WLAN voice voice Enabled [wpraz][Auth(802.1X)] [~

WLANSs Entries 1 -5 of 5

Current Filter: None [Change Filter] [Clear Filter] * Craate New » Go I

' WLAN ) 0 Admin e

1D Type Profile Name WLAN SSID Status Security Policies
-1 WLAN sales 0 sales Enabled [WPAZ][Auth(802.1X)]
-2 WLAN Development Development Enabled [wraz][Auth(PSK)]
1.8 WLAN Guest Guest Enabled Web-Auth
4 WLAN Accounting Accounting Enabled [wraz][auth(802.1X]]
| S WLAN voice voice Enabled [wraz][Auth(802.1X)]

Two Cisco WLCs on a Cisco WiSM and in the same mobility group are both running 4.2.209.0 code. All the WLANSs on
both Cisco WLCs are configured for H-REAP local switching. Based on the configurations that are shown, which WLAN
or WLANSs will still be correctly mapped to a local VLAN if an H-REAP mode AP moves between the two controllers?

A. WLANSs 2, 3,4,and 5

B. All the WLANSs

C. WLAN 1

D. WLANs 2 and 5

E.WLANs 1, 2,4, and 5

F. WLAN 5

Correct Answer: D

QUESTION 2

Select and Place:
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What do theseicons represent on a WCS floor map? Drag each icon on the lefito ts corresponding meaning on the right.
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Correct Answer:

What do theseicons represent on a WCS floor map? Drag each icon on the left to ts corresponding meaning on the right.
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QUESTION 3
The IT manager acknowledges that some security issues that are shown in a detailed security index report violate
company policies. However, the security index does not change after synchronizing the configuration of the Cisco WLC

on Cisco WCS. What are two possible reasons for this issue? (Choose two.)

A. The acknowledged issue is on a controller that does not directly affect the security index score (for instance, it is not
the controller with the lowest score).

B. The acknowledged issue is on a WLAN that does not directly affect the security index score. Only the lowest scoring
WLAN of the lowest scoring controller affects the security index score.

C. The acknowledged issue is on a controller that does not directly affect the security index score (for instance, it is not
the controller with the highest score).

D. The acknowledged issue is on a WLAN that does not directly affect the security index score. Only the highest scoring
WLAN of the highest scoring controller affects the security index score.

Correct Answer: AB

QUESTION 4

Refer to the exhibit.
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Profile Configuration
Configure > wiPS Profiles > Defauk Frofie > Profile Configuration

| Back || Next | | Cancel |

Select Policy
= E Security wIPS
— B wIPS - Denial of Service Attack
- DoS Attack Against AP o
® DoS: Association flood
¥ DoS: Association table overflow O
M DoS: Authentication flood g
) DoS: EAPOL-Start attac
¥ Dos: PS-Poll floo,
E DoS: Probe redqiiest
B DoS: Un b asseciation
=B Das Arttac nfrastructura
[] DoS: d @.
eensiand University of Technology Exploit a

: RF jamming
S: RTS ficod &
[ DeS: Virtual Carrier attack Q&
+ - DoS Attack Agaolnst Station
-i- E wIPS - Security Penetration

Which statement about this Cisco WCS wlPS configuration is true?
A. Only a Cisco WLC and an AP are required to detect these wlPS signatures.
B. APs in monitor mode are required to detect these wilPS signatures.

C. Cisco WCS, a Cisco WLC, Cisco MSE, and an AP in enhanced local mode are required to detect these wiPS
signatures.

D. Cisco WCS, a Cisco WLC, Cisco MSE, and an AP in FlexConnect mode are required to detect these wiPS
signatures.

Correct Answer: B

QUESTION 5
Which two statements about the Cisco WCS alarms and events are true? (Choose two.)
A. An alarm is the listing of an SNMP trap from a WLAN controller.

B. An event can be a report about radio interference crossing a threshold.
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C. An alarm is a Cisco WCS response to one or more related events.

D. An event summary of critical, major, and minor events is displayed at the top of the Cisco WCS page.

Correct Answer: BC
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