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QUESTION 1

A user runs the Cisco Unified Wireless IP Phone 7921 with an AP that runs autonomous Cisco IOS Software. How does
the 7921 decide whether to associate to an AP to avoid over congestion? 

A. The 7921 monitors the QBSS information element, which includes the Min and Max contention window fields, and
uses the information to evaluate contention and channel utilization. 

B. The 7921 monitors the QBSS information element, which includes channel load information in the beacon and probe
response frames. 

C. The 7921 monitors the QBSS information element, which includes EDCF such as queuing on the radio egress port,
and uses the information to evaluate AP load and make an association decision. 

D. The 7921 monitors the QBSS information element, which includes radio access categories and the Min and Max
contention window fields, to evaluate AP load. 

Correct Answer: B 

 

QUESTION 2

Which two of these procedures enable you to implement dynamic VLAN assignment for wireless users connecting to a
Cisco WLC on a secure dot1x WLAN, so that users connect to a specific VLAN based upon their credentials? (Choose
two.) 

A. Configure the IETF Tunnel-Private-Group-ID attribute on the TACACS server so that it can send the VLAN ID to the
WLC. 

B. Configure the IETF RADIUS attributes 64, 65, and 81 on the RADIUS server so that it can send the VLAN ID to the
WLC. 

C. Configure the IETF RADIUS attribute 81 on the RADIUS server so that it can send the interface name to the WLC. 

D. Configure the Cisco Airespace RADIUS Aire-Vlan-Id attribute on the RADIUS server so that it can send the VLAN ID
to the WLC. 

E. Configure the Cisco Airespace RADIUS Aire-Interface-Name attribute on the RADIUS server so that it can send the
interface name to the WLC. 

Correct Answer: BE 

 

QUESTION 3

Select and Place: 
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Correct Answer: 

 

QUESTION 4

You are troubleshooting a connectivity issue on a Cisco WLC, in which wireless clients occasionally lose their
connection. Which two of these infrastructure application services can help you to troubleshoot this issue by using one
service to synchronize time on the WLC, and a server that is configured with another service to receive the output of the
client debugs from the WLC? (Choose two.) 

A. FTP 

B. TFTP 

C. syslog 

D. SNMP 

E. DHCP 

F. NTP 

G. TRAPLOG 

Correct Answer: CF 

 

QUESTION 5

The IEEE 802.11i standard defines mechanisms for wireless client authentication and data encryption. During 802.1X
EAP authentication, a number of keys are used in order to establish a secure encrypted link between the access point
and the client. Which two of these keys are derived via the WPA four-way handshake? (Choose two.) 
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A. PMK 

B. PTK 

C. MSK 

D. GMK 

E. GTK 

Correct Answer: BE 
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