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QUESTION 1

Refer to the exhibit. How must these advisories be prioritized for handling? 

A. The highest priority for handling depends on the type of institution deploying the devices 

B. Vulnerability #2 is the highest priority for every type of institution 

C. Vulnerability #1 and vulnerability #2 have the same priority 

D. Vulnerability #1 is the highest priority for every type of institution 

Correct Answer: D 

 

QUESTION 2

The incident response team was notified of detected malware. The team identified the infected hosts, removed the
malware, restored the functionality and data of infected systems, and planned a company meeting to improve the
incident handling capability. 

Which step was missed according to the NIST incident handling guide? 

A. Contain the malware 

B. Install IPS software 

C. Determine the escalation path 
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D. Perform vulnerability assessment 

Correct Answer: D 

 

 

QUESTION 3

An organization had a breach due to a phishing attack. An engineer leads a team through the recovery phase of the
incident response process. Which action should be taken during this phase? 

A. Host a discovery meeting and define configuration and policy updates 

B. Update the IDS/IPS signatures and reimage the affected hosts 

C. Identify the systems that have been affected and tools used to detect the attack 

D. Identify the traffic with data capture using Wireshark and review email filters 

Correct Answer: C 

 

 

QUESTION 4

Refer to the exhibit. An engineer is reverse engineering a suspicious file by examining its resources. What does this file
indicate? 

A. a DOS MZ executable format 

B. a MS-DOS executable archive 

C. an archived malware 

D. a Windows executable file 
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Correct Answer: D 

Reference: https://stackoverflow.com/questions/2577545/why-is-this-program-cannot-be-run-in-dos-mode-text-present-i
n-dll-
files#:~:text=The%20linker%20places%20a%20default,using%20the%20%2FSTUB%20linker%20option.andtext=This
%20information%20enables%20Windows%20to,has%20an%20MS-DOS%20stub. 

 

QUESTION 5

A SOC team receives multiple alerts by a rule that detects requests to malicious URLs and informs the incident
response team to block the malicious URLs requested on the firewall. Which action will improve the effectiveness of the
process? 

A. Block local to remote HTTP/HTTPS requests on the firewall for users who triggered the rule. 

B. Inform the user by enabling an automated email response when the rule is triggered. 

C. Inform the incident response team by enabling an automated email response when the rule is triggered. 

D. Create an automation script for blocking URLs on the firewall when the rule is triggered. 

Correct Answer: A 
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