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QUESTION 1

DRAG DROP 

An engineer notices that unauthorized software was installed on the network and discovers that it was installed by a
dormant user account. The engineer suspects an escalation of privilege attack and responds to the incident. Drag and
drop the activities from the left into the order for the response on the right. 

Select and Place: 

Correct Answer: 
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QUESTION 2

How does Wireshark decrypt TLS network traffic? 

A. with a key log file using per-session secrets 

B. using an RSA public key 

C. by observing DH key exchange 

D. by defining a user-specified decode-as 

Correct Answer: A 

Reference: https://wiki.wireshark.org/TLS 

 

QUESTION 3

An engineer returned to work and realized that payments that were received over the weekend were sent to the wrong
recipient. The engineer discovered that the SaaS tool that processes these payments was down over the weekend.
Which step should the engineer take first? 

A. Utilize the SaaS tool team to gather more information on the potential breach 

B. Contact the incident response team to inform them of a potential breach 

C. Organize a meeting to discuss the services that may be affected 

D. Request that the purchasing department creates and sends the payments manually 

Correct Answer: A 
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Refer to the exhibit. Cisco Advanced Malware Protection installed on an end-user desktop has automatically submitted
a low prevalence file to the Threat Grid analysis engine for further analysis. What should be concluded from this report? 

A. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores do not indicate the likelihood of malicious ransomware. 

B. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores are high and do not indicate the likelihood of malicious ransomware. 

C. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
high and indicate the likelihood that malicious ransomware has been detected. 

D. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
low and indicate the likelihood that malicious ransomware has been detected. 

Correct Answer: C 
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QUESTION 5

Refer to the exhibit. Rapid Threat Containment using Cisco Secure Network Analytics (Stealthwatch) and ISE detects
the threat of malware-infected 802.1x authenticated endpoints and places that endpoint into a quarantine VLAN using
Adaptive Network Control policy. Which method was used to signal ISE to quarantine the endpoints? 

A. SNMP 

B. syslog 

C. REST API 

D. pxGrid 

Correct Answer: C 
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