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QUESTION 1

Refer to the exhibit. An engineer is investigating a case with suspicious usernames within the active directory. After the
engineer investigates and cross-correlates events from other sources, it appears that the 2 users are privileged, and
their creation date matches suspicious network traffic that was initiated from the internal network 2 days prior. 

Which type of compromise is occurring? 

A. compromised insider 

B. compromised root access 

C. compromised database tables 

D. compromised network 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. Which asset has the highest risk value? 
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A. servers 

B. website 

C. payment process 

D. secretary workstation 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. Which two steps mitigate attacks on the webserver from the Internet? (Choose two.) 

A. Create an ACL on the firewall to allow only TLS 1.3 

B. Implement a proxy server in the DMZ network 

C. Create an ACL on the firewall to allow only external connections 

D. Move the webserver to the internal network 
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Correct Answer: BD 

 

QUESTION 4

An API developer is improving an application code to prevent DDoS attacks. The solution needs to accommodate
instances of a large number of API requests coming for legitimate purposes from trustworthy services. Which solution
should be implemented? 

A. Restrict the number of requests based on a calculation of daily averages. If the limit is exceeded, temporarily block
access from the IP address and return a 402 HTTP error code. 

B. Implement REST API Security Essentials solution to automatically mitigate limit exhaustion. If the limit is exceeded,
temporarily block access from the service and return a 409 HTTP error code. 

C. Increase a limit of replies in a given interval for each API. If the limit is exceeded, block access from the API key
permanently and return a 450 HTTP error code. 

D. Apply a limit to the number of requests in a given time interval for each API. If the rate is exceeded, block access
from the API key temporarily and return a 429 HTTP error code. 

Correct Answer: D 

Reference: https://www.whoishostingthis.com/resources/http-status-codes/ 

 

QUESTION 5

Refer to the exhibit. For IP 192.168.1.209, what are the risk level, activity, and next step? 
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A. high risk level, anomalous periodic communication, quarantine with antivirus 

B. critical risk level, malicious server IP, run in a sandboxed environment 

C. critical risk level, data exfiltration, isolate the device 

D. high risk level, malicious host, investigate further 

Correct Answer: A 
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