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QUESTION 1

Where do threat intelligence tools search for data to identify potential malicious IP addresses, domain names, and
URLs? 

A. customer data 

B. internal database 

C. internal cloud 

D. Internet 

Correct Answer: D 

 

QUESTION 2

A SOC analyst is notified by the network monitoring tool that there are unusual types of internal traffic on IP subnet
103.861.2117.0/24. The analyst discovers unexplained encrypted data files on a computer system that belongs on that
specific subnet. 

What is the cause of the issue? 

A. DDoS attack 

B. phishing attack 

C. virus outbreak 

D. malware outbreak 

Correct Answer: D 

 

 

QUESTION 3

Refer to the exhibit. Rapid Threat Containment using Cisco Secure Network Analytics (Stealthwatch) and ISE detects
the threat of malware-infected 802.1x authenticated endpoints and places that endpoint into a quarantine VLAN using
Adaptive Network Control policy. Which method was used to signal ISE to quarantine the endpoints? 
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A. SNMP 

B. syslog 

C. REST API 

D. pxGrid 

Correct Answer: C 

 

 

QUESTION 4

Refer to the exhibit. Which asset has the highest risk value? 

A. servers 

B. website 

C. payment process 

D. secretary workstation 

Correct Answer: C 
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QUESTION 5

Refer to the exhibit. An engineer received multiple reports from employees unable to log into systems with the error: The
Group Policy Client service failed to logon – Access is denied. Through further analysis, the engineer discovered several
unexpected modifications to system settings. Which type of breach is occurring? 

A. malware break 

B. data theft 

C. elevation of privileges 

D. denial-of-service 

Correct Answer: C 
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