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QUESTION 1

Refer to the exhibit. Which command was executed in PowerShell to generate this log?

Max (K) Retain OverflowAction Entries Log

15,168 0 OverwriteAsNeeded 20,792 Application

15,168 0 OverwriteAsNeeded 12,559 System

15,360 0 OverwriteAsNeeded 11,173 Windows PowerShell

A. Get-EventLog -LogName*

B. Get-EventLog -List

C. Get-WinEvent -ListLog* -ComputerName localhost
D. Get-WinEvent -ListLog*

Correct Answer: A

Reference: https://lists.xymon.com/archive/2019-March/046125.html

QUESTION 2
[Ele Edit View Action  Help i i - BIN: 102: 1033
s |iBIN 000138A2 | 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 | -
‘g 102:1033 00019888 (B2 00 00 0D 00 00 00 00 40 00 00D 00 OO 00 OO 00 (gl ™ e
s || Mantest | 600198Ce |00 00 00 00 00 00 00 00 00 0C 00 00 00 00 00 00 |
. 1 1013 e00198D& |00 00 OO0 00 0O €0 00 00 00 00 00 00 CB 00 00 00 i . 'Th
- QOD192EE |OF 1F BA OF 00 B4 09 CD 21 B2 01 4C CD 21 54 62 is program cannot
00019878 | 3 71 20 70 72 €F £7 72 61 €D 20 €3 E1 &E &F &F be run in BOS
00019908 | 74 20 €2 €5 20 72 75 6L 20 &9 €F 20 44 4F 53 20 mode. &
00019912 | 6D &F €4 €5 JE CD 0D 0A 24 00 00 00 00 00 OC 00 v
00019928 |AT C4 78 F& EX AS 18 AS E3 AS 1B AS EJ AS 1B AS
5938 |[E3 A5 19 A5 EB AS 18 A5 EA DD #B AS EE AS 1B AS Rich
go4% |EX DD 8B AS E7 AS 18 AS EA OO AS E2 AS 12 AS PE 1
Ea T2 E5 & 62 E AS 1% AS 04 . ov
R - L= L1 | }@

Refer to the exhibit. An engineer is reverse engineering a suspicious file by examining its resources. What does this file
indicate?

A. a DOS MZ executable format

B. a MS-DOS executable archive
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C. an archived malware

D. a Windows executable file

Correct Answer: D

Reference: https://stackoverflow.com/questions/2577545/why-is-this-program-cannot-be-run-in-dos-mode-text-present-i
n-dll-

files#:~:text=The%20linker%20places%20a%?20default,using%20the%20%2FSTUB%20linker%200ption.andtext=This
%20information%20enables%20Windows%20t0,has%20an%20MS-D0OS%20stub.

QUESTION 3

Refer to the exhibit. An engineer is performing static analysis of a file received and reported by a user. Which risk is
indicated in this STIX?

JHttpWebRequest httpWebRequest = (HttpWebRegquest JWebRequest.Create("http://freeg: .net/xml/");
httplizbRequest. = "Mozilla/5.8 (Windows NT 6.3 rv:48.8) Gecko/20180181 Firefox/48.8";
httpWzbReguest. = ;
httpWebRegquest. = 10660;

(HttpWebResponse httplebResponse = (HttpllebResponse)httpWebRequest.GetResponse())
{
ising (Stream responseStream = httplWebResponse.GetRepsonseStream())
{
> (StreamReader streamReader = Streamieader(responseStream))
(
z xml = streamReader.ReadToEnd();
XmlDozument xmlDocument = XmlDocument();
xmlDocument. LoadXml(xml);
innerXml = xmlDocument.Select :
r innerXml2 = xmlDocument.SelectSinglelode ;
7 innerXml3 = xmlDocument.SelectSingleNo -
1 innerXmld = xmlDocument.SelectSingleiode 5
: innerXml5 = xmlDocument.SelectSingleN =
r innerXmlé = xmlDocument.SelectSingleNode

A. The file is redirecting users to a website that requests privilege escalations from the user.

B. The file is redirecting users to the website that is downloading ransomware to encrypt files.

C. The file is redirecting users to a website that harvests cookies and stored account information.
D. The file is redirecting users to a website that is determining users’ geographic location.

Correct Answer: D

QUESTION 4

Refer to the exhibit. What is the connection status of the ICMP event?
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Distribution _ Access
PortICMP * | Message » Classifications | Application |Client | Application| Business _|Control
Code Protocol X ¥|Risk®  |Relevance |Rule »

Genenc Protocol z
80 (hitp) /tcp  STREAMS_DATA_ON_SYN (129:2:2) Command Decode JIEMP O gg’nﬁ Medium Medium e
: Generic Protocol DNS Very  Very Default
80 (hito) /tcp  STREANS_DATA_ON_SYN (129:2:2) el s f
0 (No Code) / _ Misc Activi DNS Very  Very Alow
i PROTOCOL-ICMP Echo Reply (1:408:8) Y OONS: Oghs ilon High e
§4107/udp. FROTOCOL-DNSTMG Frewall Clentiong.  Atempled User o DNS  Veny  Very
host entry exploit attempt (3:19187.7) Privilege Gain client Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
493871udp 1918 192 168/16 address detected(1:159357) Policy Violation ~ "ONS  Ucjient Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNs Very Very
57477/udp 191 192 168/16 address detected (1:159357) Policy Violation ~ CONS O fpey  Low High
PROTOCOL-DNS dns response for fic Potential Corporate DNS  Very Very
54879/udp 1918 192 168/16 address detected(1:15835:7) Policy Violation ONS U jent Low High
PROTOCOL-DNS dns response for ric Potential Corporate Dus  Mery Very
60993/udp 4919 192 168/16 address detected (1:159357) Policy Violation ~ DONS 0 Jiony Low High
PROTOCOL-DNS dns response for ric Polential Corporate DNS  Very Very
52240/udp 1915 192 16816 address detected(1:15035.7) Policy Violation  ZONS client Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNs Very Very
54359/udp 4945 19 168/16 address datected (1:159357) Policy Violation ~ UONS 8 ot Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNS Very Very
52489/udp 1918 192168116 address delected(1:159367) Policy Violation ~ OONS P gjent [ow  High
PROTOCOL-DNS dns response for ric Paolential Corporate DNs Very Very
60169/udp 1948 192 168/16 address detecled (1:159357) Policy Violation ~ DONS 0 Jet Low High
PROTOQCOL-DNS dns response for ric Patential Corporate DNS  Very Very
S22307udp 1915 192 168/16 address detected(1:159357) Policy Violation ~ UONS  Fgjent Low  High
PROTOCOL-DNS dns response for rtc Potential Corporate DNs  Very Very
52485/Up 1918 192 168/16 address detected (1:159357) Policy Violation ~ DONS O (pot Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
49940/ udp 1948 192 168/16 address detected(1:159357) Policy Violation ~ ODNS D Jo oy High
PROTOCOL-DNS dns response for rc Potential Corparate pns  Very Very
S7214/udp 1918 192 168/16 address detected (1159357) Policy Violaton ~ "ONS O gy Low  High
PROTOCOL-DNS dns response for ric Potential Corparate DNS  Very Very
S1608/udp 1015 192 168/16 address detected(1:15935:7] Policy Violation ~ 2ONS  Pclient  Low High
PROTOGOL-DNS dns response for ric : Potential Corparate DN Very '\.’er)r
52652/udp 1015 192 166/16 address detected (1:15935:7) Policy Violation ~ DONS 0 (L5 1ow High
PROTOCOL-DNS dns response for ric Potential Corporate DNS Very Very
53528 /udp 4910 192 168/16 address detected(1:15935:7) Policy Violation ~ 9PNS Ot Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNs  Very Very
61222 /udp 1948 192 158/16 address detected (1:15935:7) Policy Violation =~ OONS 0 finy  Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS W Very
55640/ udp 1g4g 102 169/16 address detected(1:15035:7)  Policy Violation ~ ODNS client bl High
55991 / ud PROTOCOL-DNS dns response for ric Potential Corporate DDNS o DNS Very Very
; “P 1918 192.168/16 address detected (1:15935.7) Policy Violation client Low High

A. blocked by a configured access policy rule

B. allowed by a configured access policy rule

C. blocked by an intrusion policy rule

D. allowed in the default action

Correct Answer: B
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QUESTION 5

An engineer notices that every Sunday night, there is a two-hour period with a large load of network activity. Upon
further investigation, the engineer finds that the activity is from locations around the globe outside the organization\\'s
service area. What are the next steps the engineer must take?

A. Assign the issue to the incident handling provider because no suspicious activity has been observed during business
hours.

B. Review the SIEM and FirePower logs, block all traffic, and document the results of calling the call center.

C. Define the access points using StealthWatch or SIEM logs, understand services being offered during the hours in
question, and cross-correlate other source events.

D. Treat it as a false positive, and accept the SIEM issue as valid to avoid alerts from triggering on weekends.

Correct Answer: A
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