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QUESTION 1

Which Cisco platform onboards the endpoint and can issue a CA signed certificate while also automatically configuring
endpoint network settings to use the signed endpoint certificate, allowing the endpoint to gain network access?

A. Cisco ISE

B. Cisco NAC

C. Cisco TACACS+
D. Cisco WSA

Correct Answer: A

QUESTION 2

Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two)
A. accounting

B. assurance

C. automation

D. authentication

E. encryption

Correct Answer: BC

Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-systems- management/dna-center/nb-06- cisco-dna-
center-aag-cte-en.html

QUESTION 3

Which Cisco Advanced Malware protection for Endpoints deployment architecture is designed to keep data within a
network perimeter?

A. cloud web services
B. network AMP

C. private cloud

D. public cloud

Correct Answer: C
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QUESTION 4

An organization has two systems in their DMZ that have an unencrypted link between them for communication.
The organization does not have a defined password policy and uses several default accounts on the systems.
The application used on those systems also have not gone through stringent code reviews.

Which vulnerability would help an attacker brute force their way into the systems?

A. weak passwords

B. lack of input validation

C. missing encryption

D. lack of file permission

Correct Answer: A

QUESTION 5

When wired 802.1X authentication is implemented, which two components are required? (Choose two)
A. authentication server: Cisco ldentity Service Engine

B. supplicant: Cisco AnyConnect ISE Posture module

C. authenticator: Cisco Catalyst switch

D. authenticator: Cisco Identity Services Engine

E. authentication server: Cisco Prime Infrastructure

Correct Answer: AC

https://www.lookingpoint.com/blog/ise-series-802.1x
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