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QUESTION 1

Why is it important to have logical security controls on endpoints even though the users are trained to spot security
threats and the network devices already help prevent them? 

A. to prevent theft of the endpoints 

B. because defense-in-depth stops at the network 

C. to expose the endpoint to more threats 

D. because human error or insider threats will still exist 

Correct Answer: D 

 

QUESTION 2

Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two) 

A. accounting 

B. assurance 

C. automation 

D. authentication 

E. encryption 

Correct Answer: BC 

Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-systems- management/dna-center/nb-06- cisco-dna-
center-aag-cte-en.html 

 

QUESTION 3

What are the two most commonly used authentication factors in multifactor authentication? (Choose two) 

A. biometric factor 

B. time factor 

C. confidentiality factor 

D. knowledge factor 

E. encryption factor 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/products/security/what-is-multi-factor- authentication.html 
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The two most popular authentication factors are knowledge and inherent (including biometrics like fingerprint,face, and
retina scans. Biometrics is used commonly in mobile devices). 

 

QUESTION 4

Refer to the exhibit. When creating an access rule for URL filtering, a network engineer adds certain categories and
individual URLs to block. What is the result of the configuration? 

A. Only URLs for botnets with reputation scores of 1-3 will be blocked. 

B. Only URLs for botnets with a reputation score of 3 will be blocked. 

C. Only URLs for botnets with reputation scores of 3-5 will be blocked. 

D. Only URLs for botnets with a reputation score of 3 will be allowed while the rest will be blocked. 

Correct Answer: A 

 

QUESTION 5

What is a commonality between DMVPN and FlexVPN technologies? 

A. FlexVPN and DMVPN use IS-IS routing protocol to communicate with spokes 

B. FlexVPN and DMVPN use the new key management protocol 

C. FlexVPN and DMVPN use the same hashing algorithms 

D. IOS routers run the same NHRP code for DMVPN and FlexVPN 

Correct Answer: D 

Reference: https://packetpushers.net/cisco-flexvpn-dmvpn-high-level-design/ 
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