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QUESTION 1

Which type of API is being used when a controller within a software-defined network architecture dynamically makes
configuration changes on switches within the network? 

A. westbound AP 

B. southbound API 

C. northbound API 

D. eastbound API 

Correct Answer: B 

ExplanationSouthbound APIs enable SDN controllers to dynamically make changes based on real-time demands
andscalability needs. 

 

QUESTION 2

An organization must add new firewalls to its infrastructure and wants to use Cisco ASA or Cisco FTD. 

The chosen firewalls must provide methods of blocking traffic that include offering the user the option to bypass the
block for certain sites after displaying a warning page and to reset the connection. Which solution should the
organization choose? 

A. Cisco FTD because it supports system rate level traffic blocking, whereas Cisco ASA does not 

B. Cisco ASA because it allows for interactive blocking and blocking with reset to be configured via the GUI, whereas
Cisco FTD does not. 
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C. Cisco FTD because it enables interactive blocking and blocking with reset natively, whereas Cisco ASA does not 

D. Cisco ASA because it has an additional module that can be installed to provide multiple blocking capabilities,
whereas Cisco FTD does not. 

Correct Answer: C 

 

QUESTION 3

An organization has two machines hosting web applications. Machine 1 is vulnerable to SQL injection while machine 2
is vulnerable to buffer overflows. What action would allow the attacker to gain access to machine 1 but not machine 2? 

A. sniffing the packets between the two hosts 

B. sending continuous pings 

C. overflowing the buffer\\'s memory 

D. inserting malicious commands into the database 

Correct Answer: D 

 

QUESTION 4

Which algorithm provides asymmetric encryption? 

A. RC4 

B. AES 

C. RSA 

D. 3DES 

Correct Answer: C 

https://www.cisco.com/c/en/us/products/security/encryption-explained.html#~types-of-encryption RSA is asymmetric
cryptography, so there is one public key and one private key. 

 

QUESTION 5

How many interfaces per bridge group does an ASA bridge group deployment support? 

A. up to 2 

B. up to 4 

C. up to 8 

D. up to 16 
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Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97-general-config/intro-fw.html 
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