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QUESTION 1

What are two recommended approaches to stop DNS tunneling for data exfiltration and command and control call
backs? (Choose two.) 

A. Use intrusion prevention system. 

B. Block all TXT DNS records. 

C. Enforce security over port 53. 

D. Use next generation firewalls. 

E. Use Cisco Umbrella. 

Correct Answer: CE 

 

QUESTION 2

What are two Trojan malware attacks? (Choose two) 

A. Frontdoor 

B. Rootkit 

C. Smurf 

D. Backdoor 

E. Sync 

Correct Answer: BD 

 

QUESTION 3

A network administrator is configuring SNMPv3 on a new router. The users have already been created; however, an
additional configuration is needed to facilitate access to the SNMP views. What must the administrator do to accomplish
this? 

A. map SNMPv3 users to SNMP views 

B. set the password to be used for SNMPv3 authentication 

C. define the encryption algorithm to be used by SNMPv3 

D. specify the UDP port used by SNMP 

Correct Answer: A 
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QUESTION 4

A small organization needs to reduce the VPN bandwidth load on their headend Cisco ASA in order to ensure that
bandwidth is available for VPN users needing access to corporate resources on the10.0.0.0/24 local HQ network. How
is this accomplished without adding additional devices to the network? 

A. Use split tunneling to tunnel traffic for the 10.0.0.0/24 network only. 

B. Configure VPN load balancing to distribute traffic for the 10.0.0.0/24 network, 

C. Configure VPN load balancing to send non-corporate traffic straight to the internet. 

D. Use split tunneling to tunnel all traffic except for the 10.0.0.0/24 network. 

Correct Answer: A 

 

QUESTION 5

An engineer is trying to decide whether to use Cisco Umbrella, Cisco CloudLock, Cisco Stealthwatch, or Cisco
AppDynamics Cloud Monitoring for visibility into data transfers as well as protection against data exfiltration. 

Which solution best meets these requirements? 

A. Cisco CloudLock 

B. Cisco AppDynamics Cloud Monitoring 

C. Cisco Umbrella 

D. Cisco Stealthwatch 

Correct Answer: D 
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