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QUESTION 1

Which two types of connectors are used to generate telemetry data from IPFIX records in a Cisco Secure Workload
implementation? (Choose two.)

A. ADC

B. ERSPAN

C. Cisco ASA

D. NetFlow

E. Cisco Secure Workload

Correct Answer: DE

Explanation: In a Cisco Secure Workload implementation, telemetry data can be generated from IPFIX (Internet
Protocol Flow Information Export) records using NetFlow connectors and Cisco Secure Workload itself. NetFlow

provides insights into network traffic flow and volume, while Cisco Secure Workload uses this data for visibility,
segmentation, and security analytics within the data center.

QUESTION 2

What are two ways a network administrator transparently identifies users using Active Directory on the Cisco WSA?
(Choose two.)

A. The eDirectory client must be installed on each client workstation.

B. Create NTLM or Kerberos authentication realm and enable transparent user identification
C. Deploy a separate Active Directory agent such as Cisco Context Directory Agent.

D. Create an LDAP authentication realm and disable transparent user identification.

E. Deploy a separate eDirectory server: the client IP address is recorded in this server
Correct Answer: AB

Details:

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-
O/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01001.html#:~:text=Transp

arently%20identify%20users%20with%20authentication,User%20Identification%20with%

20 LDAP.

QUESTION 3

A network engineer has configured a NTP server on a Cisco ASA. The Cisco ASA has IP reachability to the NTP server
and is not filtering any traffic. The show ntp association detail command indicates that the configured NTP server is
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unsynchronized and has a stratum of 16. What is the cause of this issue?
A. Resynchronization of NTP is not forced

B. NTP is not configured to use a working server.

C. An access list entry for UDP port 123 on the inside interface is missing.
D. An access list entry for UDP port 123 on the outside interface is missing.

Correct Answer: B

QUESTION 4

Which CLI command is used to enable URL filtering support for shortened URLs on the Cisco ESA?
A. webadvancedconfig

B. websecurity advancedconfig

C. outbreakconfig

D. websecurity config

Correct Answer: B

QUESTION 5

Which benefit does endpoint security provide the overall security posture of an organization?

A. It streamlines the incident response process to automatically perform digital forensics on the endpoint.
B. It allows the organization to mitigate web-based attacks as long as the user is active in the domain.

C. It allows the organization to detect and respond to threats at the edge of the network.

D. It allows the organization to detect and mitigate threats that the perimeter security devices do not detect.

Correct Answer: D
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