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QUESTION 1

An organization wants to secure users, data, and applications in the cloud. The solution must be API-based and operate
as a cloud-native CASB. Which solution must be used for this implementation? 

A. Cisco Cloudlock 

B. Cisco Cloud Email Security 

C. Cisco Firepower Next-Generation Firewall 

D. Cisco Umbrella 

Correct Answer: A 

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web- security/at-a-glance-
c45-738565.pdf 

 

QUESTION 2

Which Cisco solution extends network visibility, threat detection, and analytics to public cloud environments? 

A. Cisco Umbrella 

B. Cisco Stealthwatch Cloud 

C. Cisco Appdynamics 

D. Cisco CloudLock 

Correct Answer: B 

 

QUESTION 3

What is the benefit of installing Cisco AMP for Endpoints on a network? 

A. It provides operating system patches on the endpoints for security. 

B. It provides flow-based visibility for the endpoints network connections. 

C. It enables behavioral analysis to be used for the endpoints. 

D. It protects endpoint systems through application control and real-time scanning 

Correct Answer: D 

 

QUESTION 4

How does a WCCP-configured router identify if the Cisco WSA is functional? 
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A. If an ICMP ping fails three consecutive times between a router and the WSA, traffic is no longer transmitted to the
router. 

B. If an ICMP ping fails three consecutive times between a router and the WSA, traffic is no longer transmitted to the
WSA. 

C. The WSA sends a Here-l-Am message every 10 seconds, and the router acknowledges with an ISee-You message. 

D. The router sends a Here-l-Am message every 10 seconds, and the WSA acknowledges with an ISee-You message. 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. 

The DHCP snooping database resides on router R1, and dynamic ARP inspection is configured only on switch SW2.
Which ports must be configured as untrusted so that dynamic ARP inspection operates normally? 

A. P2 and P3 only 

B. P5, P6, and P7 only 

C. P1, P2, P3, and P4 only 
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D. P2, P3, and P6 only 

Correct Answer: D 
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