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QUESTION 1

What is a benefit of conducting device compliance checks?

A. It indicates what type of operating system is connecting to the network.
B. It validates if anti-virus software is installed.

C. It scans endpoints to determine if malicious activity is taking place.

D. It detects email phishing attacks.

Correct Answer: B

QUESTION 2

An organization has a Cisco ESA set up with policies and would like to customize the action assigned for violations. The
organization wants a copy of the message to be delivered with a message added to flag it as a DLP violation. Which
actions must be performed in order to provide this capability?

A. deliver and send copies to other recipients

B. quarantine and send a DLP violation notification

C. quarantine and alter the subject header with a DLP violation

D. deliver and add disclaimer text

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esal?2-
O/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010001.html

QUESTION 3

Which suspicious pattern enables the Cisco Tetration platform to learn the normal behavior of users?

A. file access from a different user

B. interesting file access

C. user login suspicious behavior

D. privilege escalation

Correct Answer: A

Table 1. Cisco Tetration platform primary features and benefits Feature Benefit Zero-trust model using
microsegmentation Cisco Tetration platform allows only the required traffic between application components and users,

blocking everything else. This approach prevents a persistent threat from entering or searching for additional
vulnerabilities. Also allows for micro segmentation so you can deny file access from different users.
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https://cdw-prod.adobecgms.net/content/dam/cdw/on-domain-cdw/brands/cisco/data-center-tetration-data-sheet.pdf

QUESTION 4

An engineer is configuring AMP for endpoints and wants to block certain files from executing. Which outbreak control

method is used to accomplish this task?
A. device flow correlation

B. simple detections

C. application blocking list

D. advanced custom detections

Correct Answer: C

QUESTION 5

DRAG DROP

Drag and drop the security solutions from the left onto the benefits they provide on the right.

Select and Place:

Full contextual awareness

detection, blocking, tracking, analysis, and
remediation to protect the enterprise against targeted and
perustent malware attacks

policy enforcement based an complete visibility
of users, mobile devices, dient-side applications, communication
between virtual machines, vulnerabilities, threats, and URLs

Cisco AMP for Endpoints

unmatched security and web reputation
intelligence provides real-time threat inteligence and security
protection

superior threat prevention and mitigaticn for
known and unknown threats

Correct Answer:
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