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QUESTION 1

Which would be the best method to deploy on a Cisco ASA to detect and prevent viruses and worms? 

A. deep packet inspection 

B. content security via the Control Security Services Module 

C. Unicast Reverse Path Forwarding 

D. IP audit signatures 

Correct Answer: B 

 

QUESTION 2

Which protocol can be used to encrypt traffic sent over a GRE tunnel? 

A. SSL 

B. SSH 

C. IPsec 

D. DH 

E. TLS 

Correct Answer: C 

 

QUESTION 3

Which statement is true about IKEv2 preshared key authentication between two peers? 

A. IKEv2 allows usage of different preshared keys for local and remote authentication. 

B. IKEv2 allows usage of only one preshared key. 

C. IKEv2 allows usage of only one preshared key and only in hub-and-spoke topology. 

D. IKEv2 does not allow usage of preshared key authentication. 

Correct Answer: A 

 

QUESTION 4

When implementing WLAN security, what are three benefits of using the TKIP instead of WEP? (Choose three.) 

A. TKIP uses an advanced encryption scheme based on AES. 
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B. TKIP provides authentication and integrity checking using CBC-MAC. 

C. TKIP provides per-packet keying and a rekeying mechanism. 

D. TKIP provides message integrity check. 

E. TKIP reduces WEP vulnerabilities by using a different hardware encryption chipset. 

F. TKIP uses a 48-bit initialization vector. 

Correct Answer: CDF 

 

QUESTION 5

If a host receives a TCP packet with an SEQ number of 1234, an ACK number of 5678, and a length of 1000 bytes,
what will it send in reply? 

A. a TCP packet with SEQ number: 6678, and ACK number: 1234 

B. a TCP packet with SEQ number: 2234, and ACK number: 5678 

C. a TCP packet with SEQ number: 1234, and ACK number: 2234 

D. a TCP packet with SEQ number: 5678, and ACK number 2234 

Correct Answer: D 
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