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QUESTION 1

IPsec SAs can be applied as a security mechanism for which three options? (Choose three.) 

A. Send 

B. Mobile IPv6 

C. site-to-site virtual interfaces 

D. OSPFv3" 

E. CAPWAP 

F. LWAPP 

Correct Answer: BCD 

 

QUESTION 2

A Cisco IOS router is configured as follows: 

ip dns spoofing 192.168.20.1 

What will the router respond with when it receives a DNS query for its own host name? 

A. The router will respond with the IP address of the incoming interface. 

B. The router will respond with 192.168.20.1 only if the outside interface is down. 

C. The router will respond with 192.168.20.1. 

D. The router will ignore the DNS query and forward it directly to the DNS server. 

Correct Answer: A 

 

QUESTION 3

As defined by Cisco TrustSec, which EAP method is used for Network Device Admission Control authentication? 

A. EAP-FAST 

B. EAP-TLS 

C. PEAP 

D. LEAP 

Correct Answer: A 
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QUESTION 4

Which Cisco IOS IPS signature action denies an attacker session using the dynamic access list? 

A. produce-alert 

B. deny-attacker-inline 

C. deny-connection-inline 

D. reset-tcp-action 

E. deny-session-inline 

F. deny-packet-inline 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. 

A customer has an IPsec tunnel that is configured between two remote offices. The customer is seeing these syslog
messages on Router B: 

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed connection id=x, sequence number=y 

What is the most likely cause of this error? 

A. The customer has an LLQ QoS policy that is configured on the WAN interface of Router A. 

B. A hacker on the Internet is launching a spoofing attack. 
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C. Router B has an incorrectly configured IP MTU value on the WAN interface. 

D. There is packet corruption in the network between Router A and Router B. 

E. Router A and Router B are not synchronized to the same timer source. 

Correct Answer: A 
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