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QUESTION 1

A network attacker exploits application flaws to compromise critical systems in the organization with these objectives: 

1. 

Obtain sensitive data and export the data out of the network. 

2. 

Compromise developer and administrator credentials to potentially 

What is the next step after application discovery is completed in Zero Trust networkings 

A. Establish visibility and behavior modeling 

B. Enforce policies and microsegmentation. 

C. Assess real-time security health. 

D. Ensure trustworthiness of systems. 

Correct Answer: B 

https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-arch-guide.html 

 

QUESTION 2

What are two design constraints in a standard spine and leaf architecture? (Choose two.) 

A. Spine switches can connect to each other. 

B. Each spine switch must connect to every leaf switch. 

C. Leaf switches must connect to each other. 

D. Endpoints connect only to the spine switches. 

E. Each leaf switch must connect to every spine switch. 

Correct Answer: BE 

Endpoints does not mean the servers 

 

QUESTION 3

When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization
delay? (Choose two ) 

A. Serialization delays are invariable because they depend only on the line rate of the interface 
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B. Serialization delays are variable because they depend on the line rate of the interface and on the type of the packet
being serialized. 

C. Serialization delay is the time required to transmit the packet on the physical media. 

D. Serialization delays are variable because they depend only on the size of the packet being serialized 

E. Serialization delay depends not only on the line rate of the interface but also on the size of the packet 

Correct Answer: BD 

 

QUESTION 4

Which main IoT migration aspect should be reviewed for a manufacturing plant? 

A. Sensors 

B. Security 

C. Applications 

D. Wi-Fi Infrastructure 

E. Ethernet Switches 

Correct Answer: A 

 

QUESTION 5

An enterprise plans to evolve from a traditional WAN network to a software-defined WAN network. The existing devices
have limited capability when it comes to virtualization. As the migration is carried out, enterprise applications and
services must not experience any traffic impact. Which implementation plan can be used to accommodate this during
the migration phase? 

A. Deploy controllers, deploy SD-WAN edge routers. In the data center, and migrate branch sites. 

B. Migrate data center WAN routers, migrate branch sites, and deploy SD-WAN edge routers. 

C. Migrate branch sites, migrate data center WAN routers, and deploy controllers. 

D. Deploy SD-WAN edge routers in the data center, deploy controllers, and migrate branch sites 

Correct Answer: A 
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