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QUESTION 1

Which three items do you recommend for control plane hardening of an infrastructure device? (Choose three.)
A. redundant AAA servers

B. Control Plane Policing

C. warning banners

D. to enable unused .services

E. SNMPv3

F. routing protocol authentication

Correct Answer: BEF

QUESTION 2

You are designing the routing design for two merging companies that have overlapping IP address space. Which of
these must you consider when developing the routing and NAT design?

A. Local to global NAT translation is done after routing

B. Global to local NAT translation is done before routing.

C. Local to global NAT translation is done before policy-based routing
D. Global to local NAT translation is done after policy-based routing.

Correct Answer: B

QUESTION 3

Which two actions must merchants do to be compliant with the Payment Card Industry Data Security Standard?
(Choose two.)

A. conduct risk analyses

B. install firewalls

C. use antivirus software

D. establish monitoring policies

E. establish risk management policies

Correct Answer: BC
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QUESTION 4

Which technology supports antispoofing and does not have any impact on encryption performance regardless of packet
size?

A. MACsec

B. IP source guard

C. DHCP snooping with DAI

D. IPsec

Correct Answer: B

IP source guard is a security feature that helps prevent IP spoofing attacks by allowing only packets with valid source IP

addresses to pass through a network device. It uses a combination of source IP address filtering and DHCP snooping to
determine the validity of the source IP address.

QUESTION 5

Two routers R1 and R2 are directly connected through an Ethernet link. Both routers are running OSPF over the
Ethernet link and OSPF has been registered with BFD. R1 has been set up to transmit BFD at a 50 ms interval, but R2
can receive only at a 100 ms rate due to platform limitations. What does this mean?

A. After the initial timer exchange. R2 sets its transmission rate to the R1 Desired Min TX interval

B. After the initial timer exchange. R1 sets its transmission rate to the R2 Required Min RX interval

C. Timers renegotiate indefinitely, so the timer exchange phase never converges

D. R2 sets the P-bit on all BFD control packets until R2 sends a packet with the F-bit set

Correct Answer: B
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