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QUESTION 1

What are two primary design constraints when a robust infrastructure solution is created? (Choose two.)
A. monitoring capabilities

B. project time frame

C. staff experience

D. component availability

E. total cost

Correct Answer: DE

Component availability: Availability of required components and technologies is a critical factor in designing a robust
infrastructure solution.

QUESTION 2

A security architect receives reports of these incidents:

1.

An attacker exploits printers and medical devices in the organization to gain control of the network.
2.

An attacker disrupts operations through attacks on networked business infrastructure. What is the next step to address
these issues after discovery and classification of devices?

A. Ensure trustworthiness of devices

B. Assess continuous security health monitoring

C. Apply a context-based network access control policy
D. Enforce risk-based and adaptive access policies
Correct Answer: C

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/ADD-1001-Zero-Trust-Security-Model.pdf (Zero Trust
for workplace)

QUESTION 3
DRAG DROP

Drag and drop the design characteristics from the left onto the correct network filter techniques on the right. Not all
options are used.
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Select and Place:

Ingress Access Lists

Itis used to prevent spoofing attacks when

: target 1
there are alternate routes to a given IP address o

Strict Reverse Path Farwarding

Itis used to check the existence of a route

: ; R target 2
without regard tc the incoming interface

Feasible Path Reverss Path Forwarding

It 1s a dynamic tiiter target 3

Loose Reverse Path Forwarding

It requires manual configuration target 4

It is used as a filtering technique for Martian IP

addresses
Correct Answer:
Ingress Access Lists
It requires manual configuration
Strict Reverse Path Farwarding
It is used to check the a_&xmm[ma nf a route It is a dynamic filter
without regard to the incoming interface

Feasible Path Reverse Path Forwarding

It is used to prevent spoofing attacks when
there are alternate routes to a given IP address

Loose Reverse Path Forwarding

It is used as a filtering technique for Martian IP
addresses

QUESTION 4

The General Bank of Greece plans to upgrade its legacy end-of-life WAN network with a new flexible, manageable, and
scalable solution. The mam requirements are ZTP support, end-to-end encryption application awareness and
segmentation. The CTO states that the main goal of the bank is CAPEX reduction. Which WAN technology should be
used for the solution?

A. SD-branch

400-007 PDF Dumps | 400-007 Study Guide | 400-007 Braindumps 3/4


https://www.geekcert.com/400-007.html
https://www.geekcert.com/400-007.html
https://www.geekcert.com/400-007.html

VCE & PDF https://lwww.geekcert.com/400-007.html
2024 Latest geekcert 400-007 PDF and VCE dumps Download

GeekCert.com

B. DMVPN with PfR
C. managed SD-WAN
D. SD-WAN

Correct Answer: C

QUESTION 5

When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization
delay? (Choose two )

A. Serialization delays are invariable because they depend only on the line rate of the interface

B. Serialization delays are variable because they depend on the line rate of the interface and on the type of the packet
being serialized.

C. Serialization delay is the time required to transmit the packet on the physical media.
D. Serialization delays are variable because they depend only on the size of the packet being serialized
E. Serialization delay depends not only on the line rate of the interface but also on the size of the packet

Correct Answer: BD
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