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QUESTION 1

While a configuration audit is performed on a router, the set session-key command is found under a crypto map applied
to a WAN interface. Which three statements about this command are true? (Choose three) 

A. This command sets a peer authentication string because the IPsec peer does not support automatic mutual
authentication and a manual method is required 

B. When configuring the Crypto map, (ipsec-manual) must be defined as part of the parameters 

C. This command is used to encrypt traffic to another device which does not support internet key exchange 

D. Another way of overcoming this issue is to use the crypto isakmp peer address command with an all zeros wildcard
address and mask combination 

E. Both peers must be configured for manual peer authentication for this configuration to work 

F. This command is used to manually configure an IPsec SA: two entries are needed on each side to encrypt and
decrypt traffic over the tunnel 

G. This command is used to manually configure an IPsec SA: only one entry are needed on each side to encrypt and
decrypt traffic over the tunnel 

Correct Answer: BEF 

 

 

QUESTION 2

Which two characteristics of DTLS are true?(Choose two) 

A. It is used mostly by applications that use application layer object-protocols 

B. It includes a congestion control mechanism 

C. It completes key negotiation and bulk data transfer over a single channel. 

D. It supports long data transfers and connectionless data transfers. 

E. It cannot be used if NAT exists along the path. 

F. It concludes a retransmission method because it uses an unreliable datagram transport. 

Correct Answer: BF 

 

QUESTION 3

Which location for the PAC file on Cisco IronPort WSA in the default? 

A. http://:9001/pacfile.pac 
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B. http://:8022/pacfile.pac 

C. http://:9091/pacfile.pac 

D. http://:8080/pacfile.pac 

Correct Answer: A 

 

QUESTION 4

In SNORT rules, the rule header contains which five elements? (Choose five.) 

A. message 

B. source and destination ports 

C. direction operator 

D. name 

E. sid 

F. source and destination IP addresses and netmasks 

G. action 

H. protocol 

Correct Answer: BCFGH 

 

 

QUESTION 5

Which four task items need to be performed for an effective risk assessment and to evaluate network posture?(Choose
four) 

A. discovery 

B. baselining 

C. scanning 

D. notfication 

E. validation 

F. escalation 

G. mitigation 

H. profiling 
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Correct Answer: ACEH 
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