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QUESTION 1

How would you prevent making Cisco Email Security Appliance (ESA) an opened relay? 

A. Make sure to configure ESA RAT (Recipient Access Table) of Incoming Mail Listener (Public listener) so it accepts
emails for all the domains ESA is responsible for and rejects emails towards all other recipient domains 

B. Handle this by specific configuration of Incoming Mail Flow policy 

C. Include all of your email domains into HAT table into one of the WHITELIST Sender Groups of your Public listener 

D. Make sure ESA Private listener has appropriate external sender domains explicitly included in RELAYLIST in Private
Listener\\'s HAT (Host Access Table) 

Correct Answer: A 

 

QUESTION 2

A new computer is not getting its IPv6 address assigned by the router. While running WireShark to try to troubleshoot
the problem, you find a lot of date that is not helpful to nail down the problem. What two filters would you apply to
WireShark to filter the data that you are looking for?(Choose two) 

A. icmpv6.type == 135 

B. icmpv6type == 136 

C. icmpv6.type == 136 

D. icmpv5type == 135 

E. icmpv6type == 135 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit. One of the Windows machines in your network is experiencing a Dot1x authentication failure.
Windows machines are setup to acquire an IP address from the DHCP server configured on the switch, which is
supposed to hand over IP address from the 50.1.1.0/24 network, and forward AAA requests to the radius server at
161.1.7.14. Knowing that interface Gi0/2 on the switch may receive authentication requests from other devices and
looking at the provided switch configuration, what could be the possible cause of this failure? 

aaa new model aaa authentication login default group radius aaa authentication login NO_AUTH none aaa
authentication login vty local aaa authenticatio dot1x default group radius aaa authentication network default group
radius aaa accounting dot1x default start-stop group radius ! username cisco privilege 15 password 0 cisco dot1x
system-auth-control ! interface GigabitEthernet0/2 switchport mode access ip access-group Pre-Auth in authentication
host-mode multi-auth authentication open dot1x pae authenticator ! vlan 50 interface Vlan50 ip address 50.1.1.1
255.255.255.0 ! ip dhcp excluded-address 50.1.1.1 ip dhcp pool pc-pool network 50.1.1.0 255.255.255.0 default-router
50.1.1.1 ! ip access-list extended Pre-Auth permit udp any eq bootpc any eq bootps deny ip any any ! radius server ccie
address ipv4 161.1.7.4 auth-port 1645 acct-port 1646 key cisco ! line con 0 login authentication NO_AUTH line vty 0 4
login authentication vty 
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A. An incorrect pre-authentication acl has been configured. 

B. AAA dot1x authentication is not configured. 

C. An incorrect dhcp pool is configured. 

D. Authentication port-control is not set on interface gi0/2 

E. An incorrect radius server address is defined. 

F. Authentication is not enabled on interface gi0/2. 

G. AAA login authentication is not configured. 

Correct Answer: D 

 

QUESTION 4

Which three transports have been defined for SNMPv3? (Choose three) 

A. DTLS 

B. SSH 

C. TLS 

D. SSL 

E. IPcec secured tunnel 

F. GET 

Correct Answer: ABC 

 

QUESTION 5

Which two statements about a wireless access point configured with the guest-mode command are true? (Choose two) 

A. It can support more than one guest-mode SSID. 

B. It supports associations by clients that perform passive scans. 

C. It allows clients configured without SSIDs to associate. 

D. It allows associated clients to transmit packets using its SSID. 

E. If one device on a network is configure in guest-mode, clients can use the guest-mode SSID to connect to any device
in the same network. 

Correct Answer: BC 
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