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QUESTION 1

Harold is a security analyst who has just run the rdisk /s command to grab the backup SAM file on a computer. Where
should Harold navigate on the computer to find the file?

A. %systemroot%\LSA

B. %systemroot%\repair

C. %systemroot%\system32\drivers\etc
D. %systemroot%\system32\LSA

Correct Answer: B

QUESTION 2

When investigating a Windows System, it is important to view the contents of the page or swap file because:

A. Windows stores all of the systems configuration information in this file

B. This is file that windows use to communicate directly with Registry

C. A Large volume of data can exist within the swap file of which the computer user has no knowledge

D. This is the file that windows use to store the history of the last 100 commands that were run from the command line

Correct Answer: C

QUESTION 3

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florida. They have given her permission to perform social engineering attacks on the company to see
if their in-house training did any good. Julia calls the main number for the accounting firm and talks to the receptionist.
Julia says that she is an IT technician from the company\\'s main office in lowa. She states that she needs the
receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for.

What principal of social engineering did Julia use?

A. Reciprocation

B. Friendship/Liking

C. Social Validation

D. Scarcity

Correct Answer: A
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QUESTION 4

You work as a penetration tester for Hammond Security Consultants. You are currently working on a contract for the
state government of California. Your next step is to initiate a DoS attack on their network. Why would you want to initiate
a DoS attack on a system you are testing?

A. Use attack as a launching point to penetrate deeper into the network

B. Demonstrate that no system can be protected against DoS attacks

C. List weak points on their network

D. Show outdated equipment so it can be replaced

Correct Answer: C

QUESTION 5

The MD5 program is used to:

A. wipe magnetic media before recycling it

B. make directories on a evidence disk

C. view graphics files on an evidence drive

D. verify that a disk is not altered when you examine it

Correct Answer: D
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