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QUESTION 1

George is performing security analysis for Hammond and Sons LLC. He is testing security vulnerabilities of their
wireless network. He plans on remaining as "stealthy" as possible during the scan. Why would a scanner like Nessus is
not recommended in this situation? 

A. Nessus is too loud 

B. There are no ways of performing a "stealthy" wireless scan 

C. Nessus cannot perform wireless testing 

D. Nessus is not a network scanner 

Correct Answer: A 

 

QUESTION 2

You have completed a forensic investigation case. You would like to destroy the data contained in various disks at the
forensics lab due to sensitivity of the case. How would you permanently erase the data on the hard disk? 

A. Throw the hard disk into the fire 

B. Run the powerful magnets over the hard disk 

C. Format the hard disk multiple times using a low level disk utility 

D. Overwrite the contents of the hard disk with Junk data 

Correct Answer: A 

 

QUESTION 3

Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers many different
programming as well as networking languages. What networking protocol language should she learn that routers
utilize? 

A. OSPF 

B. BPG 

C. ATM 

D. UDP 

Correct Answer: A 

 

QUESTION 4
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Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former
company\\'s network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr
commands using DIG. What is Simon trying to accomplish here? 

A. Perform a zone transfer 

B. Perform DNS poisoning 

C. Send DOS commands to crash the DNS servers 

D. Enumerate all the users in the domain 

Correct Answer: A 

 

QUESTION 5

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used? 

A. NIPS 

B. Passive IDS 

C. Progressive IDS 

D. Active IDS 

Correct Answer: D 
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