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QUESTION 1

Your company\\'s network just finished going through a SAS 70 audit. This audit reported that overall, your network is
secure, but there are some areas that needs improvement. The major area was SNMP security. The audit company
recommended turning off SNMP, but that is not an option since you have so many remote nodes to keep track of. What
step could you take to help secure SNMP on your network? 

A. Change the default community string names 

B. Block all internal MAC address from using SNMP 

C. Block access to UDP port 171 

D. Block access to TCP port 171 

Correct Answer: A 

 

QUESTION 2

The offset in a hexadecimal code is: 

A. The last byte after the colon 

B. The 0x at the beginning of the code 

C. The 0x at the end of the code 

D. The first byte after the colon 

Correct Answer: B 

 

QUESTION 3

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he
needs to allow FTP traffic to one of the servers on his network, but he wants to only allow FTP-PUT. Which firewall
would be most appropriate for Harold? needs? 

A. Application-level proxy firewall 

B. Data link layer firewall 

C. Packet filtering firewall 

D. Circuit-level proxy firewall 

Correct Answer: A 

 

QUESTION 4
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An "idle" system is also referred to as what? 

A. Zombie 

B. PC not being used 

C. Bot 

D. PC not connected to the Internet 

Correct Answer: A 

 

QUESTION 5

When a file is deleted by Windows Explorer or through the MS-DOS delete command, the operating system inserts
_______________ in the first letter position of the filename in the FAT database. 

A. A Capital X 

B. A Blank Space 

C. The Underscore Symbol 

D. The lowercase Greek Letter Sigma (s) 

Correct Answer: D 
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